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Why you should update 
your dawn raid protocols

Unannounced inspections or ‘dawn raids’ are used by antitrust authorities to 
obtain evidence when there are suspicions that individuals or businesses have 
infringed the antitrust rules. Often triggered by tip-offs from whistle-blowers 
or confessions from leniency applicants, dawn raids provide investigators with 
an opportunity to seize information for subsequent interrogation and review. 
The surprise element of dawn raids reduces the risk that evidence of a possible 
infringement will be destroyed.

Companies need to ensure their personnel are prepared for the possibility of a 
dawn raid, and that their protocols are adapted to an era where remote working 
is commonplace. Many businesses will have protocols including instructions 
for receptionists on what do to if investigators arrive and detailed guidance for 
compliance teams about the need to ‘shadow’ investigators as they move around 
the office and to photocopy all documents before they are taken away. The issue 
that protocols ought to cover in addition is how to prepare for and deal with 
forensic investigations, including when these are conducted remotely and/or at 
private homes.

How to prepare for, and 
respond to, digital forensic 
investigations, including 
at private homes

In a dawn raid, the investigators’ key focus is to identify and seize electronically 
stored information (ESI). With businesses generating massive amounts of 
ESI each year, the authorities have developed sophisticated IT toolkits and 
procedures to manage the volume. Many enforcement agencies have dedicated 
forensic laboratories, skilled forensic investigators and the latest forensic imaging 
software, which they use to take images of servers, mobile devices and other IT 
media to capture ESI, including from cloud-based systems (e.g. OneDrive and 
SharePoint) and collaboration tools (e.g. Slack and Microsoft Teams). 

Furthermore, some authorities are increasingly conducting remote dawn raids. 
This can involve the authority interacting with company personnel via video 
conference and downloading company data remotely after being granted access 
to the company’s systems. In some cases, the officials may subsequently provide 
the company’s external counsel with the opportunity to ensure documents are 
relevant to the authority’s investigation by sharing their screens and allowing the 
external counsel to observe the officials filtering the documents so as to isolate 
those relevant to their investigation.

In the light of this new reality, companies need to update their dawn raid 
protocols to ensure their personnel are prepared for these changes. 

Manage personnel’s 
expectations 

Company personnel should be trained on their obligation to cooperate with 
the authority’s investigators to reduce the risk of the company being fined for 
‘obstruction’. In modern dawn raids, ‘obstruction’ is a broad concept. It is not 
limited to refusing to answer inspectors’ questions during in-person interviews; 
destroying physical records; breaking seals placed by inspectors on individual 
offices and cabinets; blocking inspectors from accessing certain areas of the 
company’s building; but can also include deleting electronic data; refusing 
to provide passwords; changing passwords; re-routing email traffic; blocking 
access to cloud-based storage areas; and refusing to be interviewed via  
video conference. 
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The IT director and  
team must understand 
what happens during  
a dawn raid

In a forensic dawn raid, the investigators will want to speak with the company’s 
IT director (either in person or via video conference). To facilitate data collection, 
the investigators will need to understand the company’s IT policies, IT systems 
environment and what ESI is held by key individuals or ‘custodians’. Oftentimes, 
in-house legal and compliance teams will lack adequate knowledge of the details 
or the IT system administrative rights to enable the inspectors’ ability to find 
and copy the ESI they seek. As such, the company’s IT director and team need 
training, as they will be key players in the event of a dawn raid. 

General considerations If not already done, IT policies should be promptly updated and the company’s 
personnel trained in relation to data retention, use of company IT systems 
and their obligations regarding company data. For example, if personnel save 
company related data to personal IT devices (e.g. home laptop, personal mobile 
phone/tablet, etc.), it would be more difficult for that employee to withhold 
such devices from inspection by officials should the employee be dawn raided 
at his/her private home. Where possible, employees should keep work devices 
separate from personal ones and avoid saving work material to personal devices. 

Furthermore, the company’s employees need training on how to respond if they 
are subject to a dawn raid at their private premises. For example, they need to 
know who to contact as well as their right to their own privacy and to ask the 
authority’s investigators for a judicial warrant from a national court.

Is your business forensic 
dawn raid ready?

After getting the company’s IT director and their team up to speed, the next step 
for the company is to familiarise its dawn raid response team with its IT systems.

This may be easier said than done, given that a company’s digital filing cabinet 
may not be as neatly organised as it would like or expect. The company’s 
servers could be in a different country from its offices. A third party could control 
access to the company’s IT environment. Different system administrators could 
control access to different systems. The company may operate a host of legacy 
platforms that are understood by only a handful of people. All of these issues will 
take time to understand and map out. However, it is important to take action as 
soon as possible to avoid issues during a potential forensic dawn raid when the 
company may risk of being challenged with the accusation of obstructing the 
investigation.

Testing and trialling response scenarios is a good way to ensure the company’s 
dawn raid response teams are well prepared. This can take the form of a Q&A 
session with representatives from the company’s legal, compliance and IT teams 
to test how the company might respond to different scenarios. Additionally, 
the company may consider conducting a walk-through or mock forensic dawn 
raid to test its teams’ response and resilience in providing ESI under controlled 
conditions, including strict time limits. The more prepared the company is to 
respond quickly and effectively when placed under pressure, the more robust 
its response will be in the event a dawn raid occurs. The emphasis in any dawn 
raid training has to be on resilience: the company’s response team must be fully 
prepared for a (digital) forensic assault.
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A practical example

Top tips to get forensic dawn raid ready

Let’s assume that the antitrust authority’s investigators are looking for pricing 
strategy papers and associated correspondence relating to a new product 
launch. They have suspicions that the company has coordinated its strategy 
with one or more of its competitors. If asked where the business’s commercial 
data for the last three years are held, its IT director will direct them to a range of 
possible company storage locations including email and document management 
servers (comprising cloud-based systems if applicable), laptops and mobile 
devices. The investigators then ask for a series of detailed technical questions to 
the company’s IT director concerning how to access the servers; who the server 
administrators are; what the processes are for archiving documents and saving 
documents locally; whether the documents are encrypted; where to locate the 
mobile devices; and what the policies are about the use of personal devices for 
work purposes. This conversation lasts for just over an hour and is loaded with 
technical jargon and ‘IT speak’.

Each member of the company’s dawn raid response team must stay engaged 
in this discussion and be prepared to raise appropriate red flags. For example, 
a company’s representative needs to explain credibly why there is no merit 
in capturing data over a three-year period given that the new product was 
conceived only 18 months ago. The company’s lawyers will also need to make 
sure that the company does not, inadvertently, waive privilege over any legal 
advice received by the business concerning the legality of the pricing strategy.  
In the absence of these interventions, the company may find that the 
investigators seize far more data than is within scope. This lengthens the 
time the investigators are on site while they take forensic images – causing 
unnecessary disruption to business continuity. It also exposes the company’s 
business to the risk that the investigators uncover other material that they use  
to pursue a new line of inquiry.

Each member of the company’s dawn raid response team has a role to play, not 
only in cooperating with the authority’s investigators, but also in understanding 
what is being asked of the company and responding appropriately to protect the 
company’s position.

1. Create an IT systems map showing 
where custodian data is held; how 
servers are organised; who controls 
access to data; the data format; and 
the limitations and restrictions on 
access to data. Determine whether 
the IT team can assist remotely or 
whether they would be needed on 
site in the event of a dawn raid. 

2. Make sure that the company’s 
dawn raid response team reviews 
and understands its information 
governance policies. Establish clear 
rules on the storage of data on 
local/end-user devices and on the 
use of personal devices for work 
purposes. Inform staff of what they 
should do if their home is dawn 
raided. 

3. Provide guidance and training to 
IT staff on what information can 
and cannot be shared with officials. 
Equip IT staff to readily access 
passwords for encrypted hardware, 
software, folders or documents in 
the event of a raid.
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