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The Summary
Robin Adelstein
Global Head of Antitrust and Competition and 

US Co-Head of Commercial Litigation
The Biden administration has taken an 

aggressive approach to antitrust enforcement, 
shifting from the traditional consumer welfare 
standard to a more populist, public welfare 
perspective. This shift includes reviving long-
dormant statutes like the Robinson-Patman Act 
and focusing on issues such as labor markets, 
non-compete agreements, and challenges to 
major technology companies. While the Federal 
Trade Commission (FTC), under Lina Khan, has 
pursued bold antitrust reforms, the future of 
these initiatives under a new administration is 
uncertain. A potential Trump presidency might 
continue the focus on tech giants, though other 
aspects of Biden’s agenda could be rolled back. 
Conversely, Kamala Harris, while sharing some 
of Biden’s goals, may adopt a more nuanced 
approach, particularly given her ties to the tech 
industry. Ultimately, the direction of future anti-
trust enforcement will depend on the political 
landscape and leadership shifts.

Rebecca Abou-Chedid
Partner, Project Finance
The U.S. has become the top global exporter 

of liquefied natural gas (LNG), with facili-
ties requiring key permits from the Federal 
Energy Regulatory Commission (FERC) and 
the Department of Energy (DOE) for export. 
The Biden administration paused approvals for 

non-free trade agreement (FTA) countries, citing 
the need for updated economic analysis, though 
this was later challenged in court. Trump, in 
a potential second term, would likely reverse 
this pause. The issue of LNG and energy policy, 
including fracking, remains a focal point in key 
states like Pennsylvania and could influence the 
2024 election.

Susan Feigin Harris
Co-Head of Healthcare
The healthcare industry is facing significant 

challenges, with rising operational costs, work-
force shortages, and declining reimbursements 
from Medicare, Medicaid, and commercial pay-
ers. Voter concerns this election cycle are pri-
marily focused on inflation and the rising costs 
of healthcare, particularly insurance premi-
ums. Both presidential candidates are expected 
to influence healthcare policy, with former 
President Trump likely to expand Medicaid 
work requirements, prevent the expansion of 
Medicaid in states that have not expanded it fol-
lowing the ACA and will allow ACA subsidies 
to expire,  while Vice President Harris would 
likely expand coverage and maintain Affordable 
Care Act (ACA) subsidies. Bipartisan efforts on 
price transparency and site-neutral payment 
reform are gaining momentum, potentially fur-
ther adversely impacting hospital payments 
and their investment in physician and other 
outpatient services. Regulatory changes, includ-
ing the impact of the Loper Bright decision, are 
also expected to shape future healthcare policy 
under either administration.

David Burton
Partner, Tax
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The Republicans winning the White House is 
unlikely to result in a full repeal of the Inflation 
Reduction Act (IRA), as a repeal would require 
Republicans to control both the House and 
Senate, a statistically unlikely outcome. Further 
18 Republicans in the House and Speaker 
Johnson have stated they would not support 
a full repeal of the IRA’s tax credit provisions. 
Also, grassroots support for clean energy tax 
credits remains strong, even among Trump vot-
ers. Trump himself has shown a nuanced stance 
on solar energy, possibly influenced by family 
ties to the industry. Additionally, administrative 
and legal barriers, such as the Supreme Court’s 
recent Chevron Doctrine repeal, would make it 
difficult for a new administration to roll back 
existing IRA regulations. If Vice President Harris 
wins, legislative gridlock is also expected, but 
her administration would likely continue sup-
porting the IRA through regulatory guidance.

Annmarie Giblin
Partner, Cybersecurity
If a Republican candidate wins the 2024 elec-

tion, significant changes in privacy, cybersecu-
rity, and artificial intelligence (AI) policies are 
expected. Republican leadership may halt prog-
ress in privacy protections, including state and 
federal laws safeguarding consumer informa-
tion, and roll back efforts to strengthen repro-
ductive, sexual, and travel rights in the wake 
of the Dobbs decision. In cybersecurity, initia-
tives established by the current administration, 
such as cyber regulations and the protection of 
critical infrastructure, could be weakened, and 
agencies like Cybersecurity and Infrastructure 
Security Agency (CISA) might be scaled back. 
Additionally, Republican policies may ease regu-
lations on cryptocurrency and relax current safe-
guards against cyber threats. AI development 
will likely remain a priority, but concerns about 
how AI could be used to monitor the public may 
intensify under Republican leadership.

The Panel
Robin Adelstein: Good morning everyone. 

I’m Robin Adelstein, Norton Rose Fulbright’s 
Global Head of Antitrust and Competition, 
and US Co-head of Commercial Litigation. I’m 
pleased to be here this morning to speak with 
you about how antitrust enforcement might 
change with the change in administration. For 
more than 50 years, US antitrust has been guided 

by a consumer welfare standard rooted in con-
cerns about pricing, output and quality. Under 
President Biden, who’s made aggressive anti-
trust a hallmark of his presidency, the consumer 
welfare standard has given way to more of a 
public welfare standard with focus on kitchen 
table type issues. That is, the Biden administra-
tion has been focused on antitrust issues that 
impact everyday life, things you might discuss 
with a spouse or a partner over the kitchen table. 
They’re asking the questions of how the public 
writ large and not just consumers are impacted 
by competitive behaviors, bringing a more popu-
list perspective.

The Biden administration has attempted to 
revive statutes that have been dormant for years 
and use a whole-of-government approach to 
antitrust. One example is the Robinson-Patman 
Act, a depression error statute, which looks to 
protect small businesses and has gone virtually 
unused for decades. The Biden administration 
has opened Robinson-Patman Act investigations, 
and I suspect we’ll see the FTC bring an enforce-
ment action soon. The Biden administration has 
also focused on labor markets and has tried to 
make changes through aggressive FTC rulemak-
ing. Although the FTC has since been enjoined 
and the cases are winding their way through the 
courts, the FTC attempted to ban as an unfair 
method of competition, employers from entering 
into non-compete agreements with their work-
ers. And the Biden administration has brought 
more challenges to mergers than we have seen 
in any previous administration. But perhaps the 
biggest hallmark of the Biden administration’s 
antitrust focus is its many highly publicized 
antitrust cases, challenging the country’s largest 
technology companies.

In sum, the Biden administration’s FTC has 
created, or at the very least, attempted to create 
a revolutionary sea change in antitrust enforce-
ment. The big question is whether these trans-
formational changes will stick. Trump’s prior 
administration was more aggressive on antitrust 
than most Republican presidencies. Trump might 
agree with some of the aggressive stances taken 
by the Biden administration, although so far he’s 
largely remained silent on antitrust through-
out this election cycle. Trump’s previous FTC 
and DOJ applied aggressive theories to mergers 
focused on vertical challenges in nascent com-
petitors. His administration also sued Google in 
a suit that the DOJ recently won, and Trump’s 
FTC sued Facebook. As president, Trump also 
was willing to challenge traditional Republican 
notions by taking action to lower the prices 
Medicare pays for drugs and Trump issued a 
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rule setting up a path to import drugs from 
Canada and other countries. Many Republicans 
believe Biden’s FTC and DOJ have gone too far 
on antitrust.

The two Republican FTC commissioners have 
opposed aggressive rulemaking. If either were 
appointed FTC chair, it might mean a retreat 
from the current administration’s aggressive 
enforcement. And while Trump has largely 
remained silent on antitrust during this election 
cycle, interestingly, JD Vance who’s spent some 
time practicing antitrust law, has seemingly bro-
ken ranks with his party in praising the Biden 
administration’s aggressive antitrust enforce-
ment agenda under FTC chair Lina Khan. Noting 
that Khan is one of the few people in the Biden 
administration that Vance thinks is doing a pretty 
good job. Vance himself has espoused a more 
populist approach to antitrust and claims to be 
one of the few Republican supporters of antitrust 
reform. According to Vance, the large technology 
companies are too big, and he’s called for the 
breakup of Google over its monopolistic control 
of information, which sounds remarkably simi-
lar to the current administration’s rhetoric. So it 
very well may be that a Trump administration 
may continue Biden’s focus on large technology 
companies.

Although it’s not clear that the remainder of 
the Biden administration’s aggressive enforce-
ment agenda would remain intact. A lot may 
depend on how much of a say Vance will have in 
setting a Trump administration antitrust agenda. 
So in contrast, it’s not a given that a Harris presi-
dency would mirror the Biden administration’s 
aggressive approach to antitrust, particularly 
when it comes to the technology sector, although 
it may not deviate too, too far. Harris has indi-
cated repeatedly that she’ll crack down on price 
gouging, including calling for aggressive gov-
ernment intervention to curtail grocery costs 
and promising support for smaller businesses 
such as grocery stores, meat processors, farmers, 
and ranchers. This is consistent with the FTC’s 
recent statements that it may investigate high 
grocery prices caused by a lack of competition. 
It’s also consistent with the current administra-
tion’s attention to the Robinson-Patman Act. 
Harris also has focused on what she has indi-
cated are unfair rent increases, again, consistent 
with the current FTC and DOJ’s focus on what 
it claims to be algorithmic price fixing leading to 
higher rents.

And Harris has indicated she wants to see 
pharmaceutical price caps. As a Senator, Harris 
co-sponsored bills designed to tackle drug price 
gouging, also an issue for the Biden administra-

tion, and she cast the tie-breaking vote in the 
Senate in 2022, allowing Medicare to negotiate 
drug prices. During her tenure as California’s 
attorney general, Harris led several high-profile 
antitrust matters, including in the area of reverse 
payment settlements with pharmaceutical com-
panies.

During Harris’s term as attorney general, 
California also brought suit for unlawful no-
poach agreements, again, a labor market issue, 
and challenged an insurance industry merger. 
But Harris, who’s from northern California, 
reportedly has close ties to many in the technol-
ogy sector who have called for FTC Chair Khan 
to be removed from the role. One big question 
is whether Harris would alter the ongoing tech 
antitrust cases at FTC and DOJ, and whether 
Harris would remove FTC Chair Khan or 
Jonathan Kanter at DOJ. And while Harris likely 
would come under pressure from her party if she 
pulled support for the aggressive antitrust efforts 
of the Biden administration, the way we may see 
this play out in practice if Harris wins is more 
of a nuanced shift in focus rather than a radical 
change in direction. Thank you. And over to you, 
Susan.

Susan Feigin Harris: Good morning. Thanks 
so much, Robin. I’m Susan Feigin Harris. I’m 
Co-Head of Norton Rose Fulbright’s National 
Healthcare Team. And I’ve been asked to speak 
about the healthcare industry, healthcare policy 
trends with respect to both of the candidates. 
And I think the way to sum most of this up is 
it really is about the economy. In fact, this elec-
tion cycle, it’s been really hard to hear anyone 
talk at any great length about healthcare issues 
in contrast to past elections. And I think it can 
be summed up with the age-old saying “It’s the 
economy, stupid.” Individual healthcare issues 
really rank behind other key topics for voters 
this fall.

Most voters want to hear about the cost of 
healthcare and insurance premiums, and that 
tends to be what is most reported. The primary 
concerns for voters continue to be inflation and 
the rising costs of health insurance premiums. 
In a recent AHA, American Hospital Association 
report, hospitals and health systems, in fact con-
tinue to face escalating operational costs. And 
for our practice, in particular, my practice, which 
focuses on hospitals around the United States, 
the significant layoffs, worker shortages, closures 
and declining reimbursement from Medicare and 
Medicaid and other governmental programs as 
well as commercial payers is really the primary 
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issue I think that confronts our healthcare system 
and that we see on the front page of many of our 
papers.

The federal government spent more than 38% 
than it collected in revenue. So with the large 
increases in the Medicare and Medicare program 
and in increasing Medicaid expenditures, this 
will continue to drive healthcare policy in the 
legislature and in government. With respect to 
healthcare reform, it’s hard to believe it’s been 
24 years since the Affordable Care Act passed. 
And what’s very interesting is a majority of vot-
ers hold a favorable view of the Affordable Care 
Act after all this time, including almost half, like 
23% of Republicans want the next president and 
Congress to expand it. So we’re likely to see con-
tinued tweaks if we have a Trump administra-
tion and pretty significant moves under a Harris 
administration. The Affordable Care Act ben-
efited health systems and hospitals by increasing 
the number of insured patients, reducing uncom-
pensated care and promoting value-based care 
models. Hospitals, again, benefit by this because 
it’s better to have an insured patient than an 
uninsured patient. Same for physicians.

And former President Trump has stated that 
he’s not planning to get rid of the Affordable Care 
Act. He has concepts. So we can expect that there 
may be more flexibility given to states and how 
they manage perhaps their Medicaid programs, 
but no wholesale elimination of the Affordable 
Care Act. In contrast, Vice President Harris will 
continue to support the current administration’s 
policies and we can expect expanded subsidies 
to exchange plans, increasing coverage options 
and continuing to crack at the number of unin-
sured. Research has indicated that the uninsured 
rate could decrease by 25% if remaining 10 states 
expanded Medicaid.

We’ll move on to the Inflation Reduction Act, 
which as many people today will talk about. 
But with respect to healthcare, it’s really the 
Affordable Care Act’s enhanced premium tax 
credits are expected to expire in 2025. We can 
expect that the Harris administration would 
move forward to try to maintain those subsi-
dies going forward. If those subsidies go away, 
we can expect a large number of individuals 
to have their healthcare insurance premiums 
go up. And I think we can look at a rise again 
in what I’ll call the underinsured, those indi-
viduals who cannot afford even their co-pay and 
insurance deductible. So what are areas of likely 

bipartisan agreement? Well, the continued focus 
on price transparency, the Lower Costs, More 
Transparency Act, which passed the House in an 
unusual bipartisan vote of 320 to 71, will codify 
and expand price transparency rules. In my own 
practice, with respect to hospitals, we can see 
complaints are coming in and hospitals are deal-
ing with responses to complaints about failure to 
provide appropriate and comply with the trans-
parency requirements.

We can also expect more site-neutral payment 
reform. What is that? That’s the payment reform 
that aims to reduce Medicare costs for services 
that are provided in more expensive settings 
like provider-based departments, and to reduce 
incentives for hospitals to acquire physician 
practices. This would have a significant impact 
on our existing hospital system and how hospi-
tals and physicians and outpatient services are 
delivered. However, CBO has anticipated that 
making the change, creating site-neutral pay-
ment reform, could lead to a $3.7 billion reduc-
tion in Medicare spending over the next 10 years.

And finally, with respect to healthcare in gen-
eral, we know the safe, equitable, and efficient 
operation of the US health care system and public 
health depend largely on federal and state regula-
tory agencies. They regulate safety, the credential-
ing, use of healthcare products. The change that 
occurred during this last spring with respect to 
the administrative review under the Loper Bright 
decision has got to have some kind of impact on 
the disputes that exist within the regulatory envi-
ronment between hospitals, physicians, and those 
agencies that regulate them. How much really is 
yet to be determined, but there will be a signifi-
cant change in direction. We know the executive 
branch is under scrutiny and we know Congress 
has developed various task forces focused on 
what the agencies will do to respond to the Loper 
Bright change in agency review. And with that, 
I’m going to turn it over to David.

David Burton: Thank you, Susan. That was 
very interesting. So I am David Burton. I’m a tax 
partner in the New York office of Norton Rose 
Fulbright, and I’m going to discuss the Inflation 
Reduction Act and the tax credits it provides 
for normal energy. So a question we are getting 
a lot is what would a Republican victory in the 
White House mean for the Inflation Reduction 
Act? And a repeal is more difficult than it may 
appear. So just because Trump wins the White 
House, one should not assume that the Inflation 
Reduction Act would be fully repealed or even 
partially repealed. He would also, Republicans 
would also need to keep control of the House 
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and then they would need to have at least 50 
votes in the Senate with the vice president cast-
ing the tiebreaker vote. And if they had all that, it 
could be, they could pass tax legislation and alter 
the Inflation Reduction Act using the budget 
reconciliation process, which is how President 
Biden pushed the IRA through in 2022.

But winning all three of those aspects of gov-
ernment seems statistically unlikely, but I’ve 
been wrong about possible outcomes before. So 
anything can happen, but getting a majority of 
the votes in the House is even less likely than 
just Republicans winning the House or keep-
ing the House because in August, 18 members 
of the House wrote a letter to Speaker Mike 
Johnson saying it would not support a full repeal 
of the IRA because it was creating jobs and eco-
nomic opportunities in their districts. The key 
word being a full repeal, the key phrase being 
a full repeal because that implies that possibly 
they would entertain partial repeal or selective 
changes.

Speaker Johnson recently responded to that 
letter by making comments saying that changes 
to the IRA would be made with a scalpel, not 
a sledgehammer. So that shows that even the 
speaker is recognizing that there is some sup-
port within his coalition for the tax credits and 
Inflation Reduction Act. Earlier this month, the 
Solar Energy Industry Association SIA pub-
lished a poll in which 78% of the respondents 
that described themselves as Trump voters, said 
they favored the incentives for clean energy in 
the IRA. So we’re even seeing grassroots support 
amongst Republican voters for the IRA clean 
energy incentives.

During Trump’s debate with Vice President 
Harris, he said he liked solar but had concerns 
about how much land it required, and that seems 
to be a small nod to his voters that support clean 
energy. He may have been showing a preference 
for rooftop solar, that is solar that’s not mounted 
on land and rather is mounted on rooftops so it 
doesn’t take land because his son-in-law, Jared 
Kushner’s Affinity Partners made a large invest-
ment in a rooftop solar financing company in the 
summer of 2022. That company is called Mosaic 
Solar. It’s one of the leaders in rooftop solar 
financing. So that could be why he was sug-
gesting that he might have a more critical view 
of land mounted solar wersus ground mounted 
solar. That family connection could also suggest 
that solar might not be in Trump’s gun sights at 
all. So maybe if he does win the White House, 
his desire to curtail the IRA tax credits for clean 
energy would exclude solar.

Even without the passage of legislation, 

with a stroke of the pen, the president could 
revoke notices that have been critical to the 
renewable energy industry, such notices define 
things like beginning of construction, which tells 
you whether or not you qualify for tax credits 
but have sunset dates. However, in President 
Trump’s first administration, those notices were 
also in effect and he generally approached them 
with benign neglect. He wasn’t really helpful, 
but he also did not go out of his way to revoke 
them, to not revoke any of them, didn’t even talk 
about revoking them. So we may see in a possi-
ble Trump administration further benign neglect, 
that he just kind of ignores administrative guid-
ance on clean energy. The Biden administration 
has proposed many tax regulations to implement 
the IRA. The Biden administration is doing the 
best it can to expedite those being finalized. Once 
they’re final, it requires notice and comment 
under the Administrative Procedure Act, the 
APA, to change them.

As Susan referred to in her comments, the 
Supreme Court’s repeal of the Chevron Doctrine, 
taking away the deference to agencies for 
administrative action, would make it hard for 
the Trump Treasury Department to just nearly 
reverse all the favorable final regulations under 
the Inflation Reduction Act because it would 
suggest that they will not get the benefit of a pre-
sumption of validity with respect to administra-
tive action anymore. And if it was consistent with 
statutory language in the Biden administration, 
why isn’t it consistent with statutory language in 
a potential Trump administration? So it’s going 
to be more challenging than it would’ve been 
before the Chevron Doctrine was reversed by the 
Supreme Court, for the Trump administration 
to change the final regulations that have been 
issued under the Inflation Reduction Act. So 
that changes the landscape and the possibilities. 
Finally, if Vice President Harris wins the White 
House, her administration as well is likely to face 
gridlock in Congress.

So really, whoever’s in the White House is 
probably going to be in a gridlock situation. 
Therefore, legislative expansion of the tax cred-
its in a Harris administration would probably 
be a difficult road as well. So we should not 
assume that if Harris wins, that it’s just anything 
can be enacted that the clean energy industry 
wants. However, under a Harris administration, 
I would expect to see continued friendly sup-
portive guidance around Inflation Reduction 
Act credits and clarifications and making those 
more user-friendly, which can be important and 
have significant ramifications. So that is a mate-
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rial benefit to the renewable energy industry 
if Harris wins the White House, although leg-
islative change in either scenario of control of 
the White House is really pretty challenging. 
So those are my thoughts on that. I’m going to 
hand it off to my partner, Rebecca, who’s going 
to talk about project financing clean energy more 
broadly than tax credits.

Rebecca Abou-Chedid: Hi everyone. Thank 
you, David. So first I’m going to cosign every-
thing David said in terms of the IRA, but I’m 
actually going to focus a little bit about liquefied 
natural gas and some of the Biden administra-
tion’s movements on that area and how a pos-
sible second Trump term would address those. 
So liquefied natural gas, the United States has 
recently surpassed both Qatar and Australia to 
be the top global exporter of LNG, and there are 
three key permits that any LNG exporter needs in 
order to build their facility and export LNG. The 
first is an authorization from the Federal Energy 
Regulatory Commission or FERC. That deals 
with siting and construction of LNG import and 
export facilities. The second is in order to actually 
export LNG once natural gas has been liquefied, 
and there are two separate authorizations you 
need that come from the Department of Energy. 
One is to free trade agreement countries, the 
other is to non-free trade agreement countries.

And in order to issue those export authoriza-
tions, the Department of Energy needs to deter-
mine that the export would be in the public inter-
est. For countries with a free trade agreement, 
those exports are deemed in the public interest 
kind of by default. For non-free trade agreement 
countries, it goes through a separate analysis. 
And on January 26 of this year, the Biden admin-
istration put a pause on approving additional 
non-free trade agreement export authorizations. 
So there was no grandfathering, it didn’t apply 
to any existing non-FTA authorizations, but it 
did pause those that were pending or anything 
that would come after January 26. This was obvi-
ously a surprise to the industry, especially exist-
ing facilities that are trying to expand. The Biden 
administration’s response is that since 2018, 
which was the last time that the Department 
of Energy updated their economic analysis, we 
have tripled our LNG export capacity. And so in 
their view, an update was needed and that’s still 
underway.

Now on July 1st, a US district court in 

Louisiana issued an injunction against the pause. 
And so since then the Department of Energy 
has confirmed that they’re complying with that 
injunction. Over Labor Day, they issued one per-
mit to export to non-FTA countries for the first 
time since the pause, which was for a project 
called the Altamira Project, which started pro-
duction in July. However, this was a short-term 
approval. It was about a five-year approval. And 
projects are typically, when they’re fully con-
tracted, those are long-term contracts to export 
natural gas, usually about 20 years. And so proj-
ects are looking for much longer term approvals 
in order to finance those projects. So LNG is 
something that I think can be, so we’ve already 
seen that in the debate. LNG actually came up 
in the form of questions about fracking. Vice 
President Harris had said when she ran for presi-
dent in 2020 that she would ban fracking.

She has since come to a different conclusion 
and says that she would not ban fracking. With 
respect to the pause, former President Trump has 
said that on day one he would reverse that pause. 
So there’s clearly a difference in opinion between 
the two candidates when it comes to LNG export-
ing. And there’s also, even within the Democratic 
Party, there can be differences in the views here, 
particularly in states like Pennsylvania where 
the energy industry and specifically fracking and 
natural gas is a large part of that industry. So in 
January when the Biden administration issued 
their pause, you did see the two Democratic 
senators from Pennsylvania issue a statement 
together saying that they were concerned about 
it. So it’s definitely not as easy as a Democrat 
versus Republican issue, but it’s one that I think 
you’ll continue to see unfold. In any case, the 
Department of Energy says that they should be 
finished by March with their review.

So there isn’t an indication that this pause 
in any case would be a long-term issue. And 
whether LNG specifically and energy is going 
to affect the election, I think it really is going to 
be determined on a state by state basis. So in an 
election that’s going to be won at the margins, 
for a state like Pennsylvania, that is going to be 
important. And so I do think you’ll hear, not nec-
essarily when they’re speaking to national audi-
ences, but when the two candidates are speaking 
specifically at rallies and everything, to state-
based voters that they have to appeal to, you will 
probably hear questions about energy, renewable 
energy and LNG and the IRA come up based on 
what they think those voters in those specific 
states are interested and want to hear. So I will 
now turn it to my colleague, Annmarie.
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Annmarie Giblin: Thank you Rebecca. Hi 
everyone. I’m a partner in the Global Privacy 
and Cybersecurity Group for Norton Rose and 
also in the Artificial Intelligence Group. So I’m 
going to direct my comments at those three areas 
today. The key areas that would be impacted 
by a change in policy should a Republican can-
didate win this November, the first one would 
be privacy. The first would be the direction and 
momentum of laws and regulations concerning 
the privacy rights of US citizens. Currently, laws 
of the United States regulate data by its type, 
so we have medical and financial information 
which have enjoyed both federal and state law 
protections for decades. And what we’re see-
ing today is a revolution in what’s considered 
consumer information, which is a catchall for all 
other types of information that have been col-
lected and are being collected about Americans 
as they go through their daily lives. Currently, 
they’re protected by several state laws.

We have 19 enacted. They’re not all fully live 
yet, but they will be within the next two years. 
And we have certain federal agencies such as 
the FTC that have made privacy protections a 
really strong focus and have used things like the 
FTC Act to protect privacy rights. The current 
administration has bolstered these efforts with 
a series of executive orders and empowerment 
of the FTC to fully regulate this area, which has 
been effective, giving Americans more visibility 
and control into how their information is col-
lected and used. And should the Republican 
candidate win, these efforts might be stalled 
or stopped. The Dobbs decision not only took 
away a woman’s rights for reproductive choice, 
but it also challenged decades of legal precedent 
holding that US citizens have a fundamental 
constitutional right to privacy. Republicans have 
made it clear that not only will they not enact 
federal legislation to provide back those privacy 
rights that Dobbs has challenged, but they also 
will probably expand restrictions on such rights 
as well too.

There are Republican proposals for a federal 
abortion ban, rights restricting the right to trial 
from state to state, seemingly aimed at stop-
ping travel to other states to get an abortion. 
Rights related to the availability and obtaining 
of reproductive medicine such as contraception 
and medicine and care related to IVF and in vitro 
fertilization, of also challenging these procedures 
as well. They also have proposals aimed at rights 
related to sexual freedom, the right to marry and 
the rights for parents to control the upbringing of 
their children. We’ve seen several versions of this 
agenda already playing out in different states, 

and if similar bills are passed by a Republican-
controlled Congress, they would likely be signed 
by a Republican president. Going back to my col-
league’s statements before, that is not fully guar-
anteed as there is a lot of gridlock currently in 
Congress. However, should all of the tea leaves 
align, that is possible.

By the same token, it is unlikely that a com-
prehensive federal consumer privacy law would 
be passed if a Republican candidate is in office. 
And actually if one were to get passed by some 
miracle as well too, it would likely not be as com-
prehensive as some of the state laws that we cur-
rently have. For example, the protections against 
collecting and using a person’s health informa-
tion, which is now considered personal health 
information, not protected health information 
under HIPAA and is an expanding data category 
currently, could be removed from such bills as 
it would stress the other Republican restrictions 
that have been proposed, such as protecting cer-
tain elements under state privacy laws and track-
ing those elements. It’s also likely, as we have 
said before too, that the FTC could be redirected 
to stand down from its current focus on protect-
ing both the cybersecurity and privacy rights of 
Americans, while potentially freedom of infor-
mation laws could be repealed or amended to 
protect certain government records from review 
and public scrutiny.

The second area of cybersecurity concerns, 
which are not only becoming more serious, 
but also a bigger part of everyday lives for 
Americans. If the Republican candidate wins, 
there are several areas of cybersecurity that 
could be stressed. The current administration 
has put several new laws in place to better heat 
map the cyber risks around the United States, 
specifically referring to new CISA cyber report-
ing regulations and the enhanced role of CISA 
generally. They’ve also put in place protections 
for Americans’ personal information, the transfer 
of which not only to data brokers, but to coun-
tries of concern. They’ve also put in new regula-
tions and requirements about American compa-
nies becoming more cybersecure, specifically the 
White House National Cybersecurity Strategy, 
new FTC regulation, new high-tech regulations, 
the use of the FTC Act and updates to the NIST 
standards and frameworks, including CISA’s 
continuing cybersecurity public-private partner-
ship with many of the largest companies.

Even though many of these initiatives were 
started by the previous administration, they 
do not seem to be a policy goal of the current 
candidate. It is not clear how efforts that going 
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after threat actors internationally would also be 
stressed, as in some cases they’re suspected to be 
backed by foreign governments. And the current 
administration has been balancing the need to 
secure our critical infrastructure and Americans 
generally from these threats, while also not 
directly engaging the governments suspected 
of supporting and enabling these threat actors. 
If the Republican candidate wins, this could be 
changed in a number of unpredictable ways, 
including the potential for the candidate’s posi-
tions on the war in Ukraine and NATO generally, 
stressing the cooperation that the US utilizes and 
relies on from our allies when trying to address 
these risks internationally and prosecuting cyber 
threat actors abroad, but also possibly to a soft-
ening of the new proposed and considered regu-
lations which are meant to further protect our 
critical infrastructure.

Additionally, as mentioned by my colleagues, 
without Chevron, agencies no longer have the 
deference to interpret broad regulations as a mat-
ter of course in certain court cases that would 
actually challenge them. This is particularly con-
cerning in the cyber security field where the 
technology protections and threats are constantly 
changing and require experience and practical 
interpretation. Currently, there are also pending 
CISA regulations that will change and create new 
obligations for most companies, but the ability 
for CISA to enforce them as needed may be chal-
lenged by the lack of Chevron and potentially by 
the lack or gutting of these regulations. On the 
White House National Cybersecurity Strategy 
enacted by the current administration, this calls 
for new regulations aimed at software and hard-
ware developers to make their products more 
cyber secure. It includes increased liabilities for 
them as well. And it’s possible that we may not 
see these regulations come to fruition or they 
may become softer if the Republican candidate 
wins.

It’s also not clear if the Cybersecurity and 
Infrastructure Security Agency, CISA will be dis-
banded or greatly reduced under a Republican 
president. Several other federal agencies like the 
Department of Education have been targeted for 
potential destruction. So it’s not clear how far 
that would go, and if that would impact CISA as 
well. And finally, on that space, considering the 
Republican candidate has just launched his own 
cryptocurrency, it’s unlikely that any new regula-
tions would be created for the crypto industry 

and possibly it could stress the development of 
a central bank digital currency or a digital dollar, 
as that could be seen as a threat to other types 
of coins of this nature. It’s also likely the anti-
money laundering laws that currently apply to 
crypto wallets and exchanges may be softened 
or repealed as that stresses these types of coins 
as well too.

And it could lead to an increase in ransom-
ware as cryptocurrency remains the preferred 
payment method of choice for threat actors. And 
then finally, in artificial intelligence, regardless of 
who wins, it is expected that the federal govern-
ment will continue to prioritize artificial intelli-
gence. There is a concern regardless of who wins 
over how the government will use AI to monitor 
and control the US public generally. These con-
cerns are slightly increased with the Republican 
candidate winning as he has discussed, using 
tools of the government for personal vendet-
tas and for other methods to, as we mentioned 
before, restrict privacy rights that have been 
taken away by the Dobbs decision. It is unlikely 
that a Republican administration would continue 
the sanctions and export controls that have put 
in place to secure American technology and the 
foundations of AI. Additionally, the Republican 
candidate might seek to repeal or limit the 
CHIPS and Science Act, which has also sought to 
strengthen the underlying technology for artifi-
cial intelligence for the United States as well too.

It is very likely as well, going back to the FTC, 
that the FTC will not be as aggressive in its pri-
vacy and cybersecurity pursuits, but also the 
work it’s doing to protect Americans from the 
bad effects of AI like deepfakes and other con-
cerns related to cybersecurity, but also could 
challenge their year-long effort of addressing the 
problems that AI creates for current encryption 
methods and standards and the work they’re 
doing to prepare for new types of encryption, 
especially on the eve of quantum computing. 

Question time
To Ms. Adelstein: How might the private liti-
gation community view a potential change in 
administration?

Ms. Adelstein: So it’s really interesting that 
you have a very active FTC and DOJ, and they’ve 
really changed the way antitrust is being inter-
preted. As I said, you had this consumer welfare 
standard for decades, and now they’re taking a 
different approach to antitrust. The problem they 
have is that the law has been established based 
on the old standard for how antitrust should be 
looked at with a focus on pricing and output and 
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quality.
And so what the FTC and DOJ need to hap-

pen is for the law to change. And the only way 
that the law can change is if there are challenges 
to the rule of law, and you have new precedent 
and new case law being made. So they’ve been 
aggressive in trying to change the way the law 
is being interpreted. We also see then the private 
plaintiffs’ bar following on, and where you see 
aggressive antitrust enforcement, you see plain-
tiffs’ class action lawyers trying to mirror that. 
And the more aggressive the government is, the 
more you see an active plaintiffs’ class action 
bar. And so the aggressive stance by the current 
administration has been mirrored in the private 
litigation bar as well. Assuming that aggressive 
litigation continues by the government under a 
Harris administration, I think we’ll continue to 
see a very active private litigation bar. And that 
may continue as well as I spoke about earlier 
under a Trump administration.

To Ms. Feigin Harris: The Medicaid program 
financing appears to be a source of increased 
congressional and agency oversight. Can you 
explain why? And then also, what do you fore-
see with states and their various Medicaid pro-
gram expansion plans or non-plans?

Ms. Feigin Harris: Yes. Well, Medicaid, I 
don’t know how many people know this, but 
Medicaid is one of the major insurers for chil-
dren in the United States. And because every 
state enacts a slightly different Medicaid pro-
gram in conjunction with Medicare, excuse me, 
in conjunction with the federal government, 
because of the way the funding works, every 
state’s Medicaid program is different because 
the funding mechanisms all have altered. Each 
of the states, specifically states that have not 
expanded their Medicaid programs, have looked 
at, I’ll call it unique ways to draw down fed-
eral funding. Some of those mechanisms have 
pushed the envelope with respect to what the 
current administration believes is appropriate 
under the federal law. And so what we’ve seen 
is some regulations that were issued last year 
that really challenge some very specific funding 
mechanisms in the states. And ultimately, the 
entities that come that are in the middle of this 
are the hospitals and the providers who are just 
seeking the more wholesome payment under the 
Medicaid program.

Medicaid in particular is well known for 
underfunding and underpaying. So for every 
patient that walks in a door, you do not receive 
the costs of the care that you’re expending. So 

there are all these supplemental payments that 
have grown up over time to try to help sustain 
hospitals. And as I said at the outset, the issues of 
the sustenance of hospitals in the United States 
and trying to ensure that rural hospitals and oth-
ers don’t close is a very important component of 
what we foresee in the future as of great concern. 
This issue is one of the key issues that will come 
up over the next four to five years in terms of 
how we continue to sustain our hospital systems. 
In particular, those in the rural areas of the coun-
try, those who treat large number of Medicaid 
program and uninsured patients. Those tend 
to be freestanding children’s hospitals, but not 
exclusively.

They also tend to be public safety net hospi-
tals. And so that is why there’s been such scru-
tiny. I would say that most of the work that is 
currently being done in the United States by law-
yers is work to try to figure out how to appropri-
ately draw down those federal funds in a legal 
way and create those funding mechanisms in 
a sustainable way. And the law is consistently 
changing and the regulations are changing rap-
idly. So this happens to be an issue of litigation. 
We’ll see how it plays out, but it is currently a 
hot topic, certainly in my area. So hopefully that 
answers the question.

To Mr. Burton: Given your experience with 
structuring tax-efficient transactions for renew-
able energy, what tax initiatives or reforms 
should policymakers prioritize to encourage 
further investment in sustainable energy post-
election?

Mr. Burton: That’s an interesting question. 
The first thing is that we shift the tech-neutral 
credits next year for projects that start construc-
tion under the tax definition of starting construc-
tion next year or later. They’re subject to the 
tech-neutral credits, and those credits are not 
available if you have any emissions, and that 
means fuel cells and biogas will not qualify for 
tax credits if the project starts construction after 
this year. Fuel cells and biogas have other valu-
able environmental attributes. For instance, with 
biogas, you’re often taking manure from a dairy 
farm and turning that into renewable natural gas 
rather than just having it decompose and have 
the methane released anyway.

But those credits seem to be extended for 
fuel cells and biogas and other effectively clean 
energy technologies, but nonetheless have some 
amount of emissions, so they won’t qualify. 
So that would be an important thing. Again, 
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unlikely to happen due to gridlock, but that 
would be a very good policy to pursue. The 
other thing is that the Department of Energy has 
concluded that geothermal heat pumps are the 
cleanest, most efficient way to provide heating 
and air conditioning services. So geothermal heat 
pumps use the difference between the tempera-
ture of the ground and the temperature of the 
air to either heat or cool buildings, from homes 
to skyscrapers. The technology qualifies for tax 
credits even after next year, but faces three obsta-
cles, one of which is the proposed investment tax 
credit regulations to prohibit what we refer to 
as split ownership. So in other words, the same 
taxpayer needs to own the geothermal loop out 
in the backyard as owns the heat pump in the 
basement.

And there are regulatory restrictions on that 
happening. In some instances, utilities are not, 
in some jurisdictions are not allowed to own 
the equipment in the house. There’s also eco-
nomic considerations, but it just makes it very 
impractical. The same company has to own the 
big heat loop out in the backyard and own the 
heat pump and piping in the house. The second 
issue is that there’s a concern that those geother-
mal heat pumps could be subject to what’s called 
the limited use property doctrine, which would 
make tax equity transactions difficult on them. 
And tax equity is really the most efficient way 
to monetize tax credits and depreciation. And 
the Geothermal Exchange Association, the trade 
associaion for this industry has asked Treasury 
to address that, Treasury declined, and said 
it required a legislative fix. So that too would 
require legislation. That probably should not be 
that controversial.

But nonetheless, the Treasury says it doesn’t 
want to do it and it doesn’t have the authority to 
do it, and it must be done legislatively. Finally, 
geothermal heat pumps do not have a domestic 
content that takes the tax credit from 30 to 40%. 
That’s an additional 10% on it. Equipment has to 
be, or a project has to be 40% domestic to qualify 
for that. And wind, solar and batteries have safe 
harbors and make it very clear as to how to cal-
culate whether or not something is foreign or 
domestic and meets that 40% threshold. But geo-
thermal heat pumps do not, and that’s hamper-
ing the implementation of the technology on a 
broad basis around the country.

To Ms. Giblin: How might the key agencies 

such as the DHS, TSA, etc, be impacted by 
either Harris or Trump regarding cyber security 
policy on critical infrastructure?

Ms. Giblin: That’s a great question. If Vice 
President Harris wins, it would most likely 
remain the same. This administration has been 
really focused on shoring up cyber security, not 
only for the federal government and then from 
a national security perspective, but also helping 
a lot of companies in the small to the small, to 
the large to the large, get their cyber house in 
order, which has been a great effort that really 
was started actually in the previous administra-
tion, but greatly continued and expanded during 
this one.

So I would largely expect that to continue 
if Vice President Harris were to win, if former 
President Trump were to win, I’m not sure, 
because the proposals have been kind of all over 
the place. We haven’t seen anything specific 
on cyber security come out that would seem to 
stress it, or it should remain a goal of any admin-
istration. But the proposals regarding less regula-
tion and decreasing the size of the federal gov-
ernment could stress these agencies depending 
on how they impacted them. So overall, cyber 
security remains a huge concern, but we’re not, I 
can’t really read the tea leaves fully on that to see 
how it would be different.

MA
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To discuss the  plight of private equity, both 
its frail condition and the rising  hopes for its 
revival, we turn to two renowned leaders of 
the industry: Alain Dermarkar and Christopher 
Zochowski, co-leaders of the practice at A&O 
Shearman.

Private equity has been quiet for some time, 
sinking to record levels. At one point in 2023, for 
example, the value of sponsor activity dropped 
from a high in the number of deals of 9,667 worth 
$1.85 billion to 7,346 transactions worth $645 
million, the second lowest number in the past 
six years. The lowest, below that of 2020 came 
during Covid. Take-privates were below 2022 
levels. Some experts point to the fact that there 
were more failed processes and more withdrawn 
transactions in the last eight years.

But something is stirring under the perma-
frost. On September 18, the Federal Reserve cut 
the interest rate by a full 0.5 percent. “A cut was 
widely expected and had already been largely 
factored in,” says Mr. Dermarkar, “so if it hadn’t 
happened I think you would have seen negative 
implications for the PE industry. Overall, this cut 
does help to reassure the industry that rates have 
peaked for the foreseeable future and helps to 
lower the cost of capital for transactions.”

Mr. Zochowski agrees: “I may add that the 
current rate cut and potential additional rates 
cuts to come should help to unlock sell-side 
opportunities by private equity firms in 2025 as 
such firms seek to achieve improved realizations 
more in line with the investment thesis appli-
cable to their portfolio companies.”

We turn now to what each of the two lawyers 
sees as the causes and effects of the hibernation.  

First up is Mr. Zochowski.

What happened to private equity?

Mr. Zochowski: The dramatic increase in 
interest rates put a damper on the market.  It 
caused a contraction because the market had 
been modeled on very low interest rates for a 
very long time, and all of a sudden we had a 
very different dynamic, very different model-
ing for an investment thesis. The rate increase 
occurred so quickly that it caused everybody, 
both those in the process of a transaction and 
those exploring new deals, to reconsider the 
way that they were evaluating the economics of 
these transactions.  The result is that transactions 
simply cost more from a buy side perspective, 
which put downward pressure on purchase price 
discussions with sellers; in essence, it created a 
gap between buyers and sellers on valuation. In 
order to bridge that valuation gap, the market 
needed to get more comfortable with some more 
unconventional economic structures. We’ve seen 
an increase in earn outs and other alternative 
financing strategies, such as bridge financings 
among funds, in order to close that gap.

But all that took quite a while to work its way 
into the system to normalize the approach. I 
think in 2024, we’ve seen an increase in activity, 
but personally I feel like it hasn’t been a robust 
return at this point for several reasons. For one, 
sponsors are also sellers with portfolio compa-
nies that they need to monetize to return money 
to LPs and develop their track record. But the 
market dynamics I discussed have caused the 
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carrying value for many portfolio companies to 
exceed current valuation expectations for a sell-
side opportunity.  Rather than sell prematurely, 
the goal has been to hold onto companies until 
valuations improve on the sell-side.  But this 
extended hold period has also caused the pace of 
returning capital to LPs to slow, thereby causing 
negative pressure on the fund raising market for 
new funds.  This, in turn, causes a slow down 
of new funds to hit the market on the buy-side.  
This cycle has dampened activity in the mar-
ket generally.  That said, I think you see quality 
assets being sold, but there’s still a lot of sell side 
opportunities waiting to come to market.  

Mr. Dermarkar: I echo what Chris said. I 
think there was a lot more impact in 2023 and 
early 2024. Now, I think people are coming to the 
realization rates are not going to go any higher, 
which has helped stabilize the market. In fact, 
the market has priced in a 92 percent chance of 
a rate cut even before the election. So I think the 
impact of it has largely subsided at this point. It 
is what it is, and people have started to get on 
with it. [Note: The market was right. The Federal 
Reserve cut interest rates by half a percent on 
September 18.]

You hear a great deal about dry powder and 
how dealmakers are always under deadlines to 
deploy it.  This adds to private equity’s special 
difficulties when it’s just not an advantageous 
time to do so. Is that an accurate characteriza-
tion of today’s private equity market? 

Mr. Dermarkar: Yes. It is difficult. I mean, I 
think we’re in a period of  historic lows on the 
sell side from PE. Holding periods are so high 
and as more funds go into fundraising mode and 
what they’re telling us they’re hearing more and 
more from their LPs is “We’d love to invest, but 
you’ve got to return some of our money so we 
can recycle it.” That is a lot of pressure to start to 
do some divestitures and to realize some gains 
both to demonstrate the track record, but also to 
provide money that can then be recycled into the 
next fund.

Mr. Zochowski: The market is dynamic; it’s 
a series of interrelated elements. You’re a fund, 
you’ve raised $5 billion, you’ve deployed that 
capital, you have a portfolio. But because of mar-
ket dynamics, you probably have your portfolio 

marked in a way that you need to get some more 
value out of it before you sell in order to achieve 
your investment thesis goals.

So you hold onto the companies longer than 
anticipated while, at the same time, you need to 
raise your next fund. So you go to your own LPs 
as well as LPs of other funds and they all say: 
“But we haven’t been returned enough capital.” 
This creates a tension.  A similar tension exists 
on the fund raising and deployment side.  If you 
raised a $5 billion fund but don’t deploy it, then 
it makes it harder to justify raising the next fund 
of similar or larger size.  But to raise that next 
fund, you need LPs to be flush with cash on the 
returns you provide from your existing portfolio.  
The idea is to always be growing.  So there’s a 
pressure to fully deploy capital and to return 
capital on a relatively consistent time frame. All 
these elements are interrelated. One element 
dominoes into other elements. It’s a cycle.

Is this reminiscent of other cycles that have 
come and gone? Are there special characteris-
tics of this one that make it more or less dif-
ficult?

Mr. Dermarkar:  All  cycles have basi-
cally a similar feel. They vary more in length 
than in the kind of driver or impetus for each. 
Fundamentally, at its crux, it’s a valuation dis-
connect. So if you look at the financial crisis, 
there was certainly a disconnect. I’d say the dif-
ference here is probably for virtually my entire 
career and probably in the entire career of many 
private equity folks, rates have always been 
lower than this. And so this may be the first time 
that a lot of people in PE have seen rates at such 
a high level.

Mr. Zochowski: Looking back on the cycles 
I’ve been through, this isn’t like the financial 
crisis in 2008 where there was an absence of 
financing to do anything. Period. It was a crisis 
in confidence about many things.  That’s not this. 
And you can’t compare this to capital market 
cycles, which are just different for many reasons. 
This is a cycle that, all things being equal, should 
not have occurred. It was artificially created.  
Since the financial crisis, we had this dip in rates, 
which is really contrary to the way rates have 
always been set throughout history. Rates have 
naturally and historically been considerably 
higher. The persistence of low interest rates is 
what makes this somewhat artificial.  However, 
confidence is high and the appetite for activity is 
high and, because of that, I would say that this 
cycle will be less difficult to resolve.  It requires 
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shedding some artificial supports and a return 
to normalcy in deal evaluation and execution.  
In this regard, I don’t think there is a bubble to 
burst; rather, I think the market is just digesting 
elements of a new normal.

Is all this similar to the valuation issues that 
strategic buyers and sellers have been facing or 
is private equity its own world?

Mr. Zochowski: I think strategic buyers are 
just fundamentally different. They buy for dif-
ferent reasons so I don’t think you can necessar-
ily compare the two. They also have different 
economic strategies and timelines at play, as well 
as the ways that they finance their transactions. 
Their investor base is different and the goals and 
objectives of a transaction are different.  Overall, 
while the M&A process elements may be similar, 
the buy/sell/hold dynamics of strategics are 
fundamentally different than those of private 
equity sponsors.

Mr. Dermarkar: I agree. They have also expe-
rienced, most of them anyway, an increase in the 
value of the currency they can use, their stock. 
And they’re not typically doing some type of 
leveraged acquisition. So I don’t think it affects 
them as much because, as Chris said, theirs is a 
totally different dynamic. I mean, it affects the 
models as to add-ons and how they can consoli-
date in the industry, who they can potentially sell 
to in further transactions. Plus the FTC and the 
regulators pressing to get more disclosure out of 
private equity shops, including a push to limit 
board interlock.

Mr. Zochowski: I’d like to add to what Alain 
just said on antitrust regulators. In certain seg-
ments of the market, it’s more relevant than oth-
ers, with one caveat. Private equity is I think 
notoriously focused on roll up or consolidation 
efforts as part of their overall strategy. And so 
you might do a lot of small deals, but I think 
there’s probably a little more scrutiny being 
put on even small deals below filing thresholds 
where consolidation may be occurring. And cer-
tainly the position of the FTC and DOJ is to make 
antitrust elements more a point of discussion, 
whereas I think 5 years ago or 10 years ago, it 
was really just a question of, are we filing or are 
we not filing? I think today there’s a little bit 
more discussion about some of the substantive 
issues that come along with deal execution.

Mr. Dermarkar: Yeah, that’s right. Indeed, 
I think the new HSR rules and the new filing 

requirements require a lot more disclosure on 
your roll-up strategy. I don’t think they’re doing 
anything with it imminently but you can see 
where it’s going, where they might try to argue a 
preemptive issue based on your future strategy.

Mr. Zochowski: The policy direction is anti-
transactional and anti-private equity. I’m not 
sure it’s necessarily having the impact in terms 
of slowing the market, but it’s definitely creating 
situations where you have to have more conver-
sations.

How do you see the election and how it might 
affect private equity and dealmaking in gen-
eral?

Mr. Dermarkar: Normally any election can 
have a major effect on the deal market, partic-
ularly when you have  elections with big tax 
changes, which this one potentially could. We 
hear a lot about it, but candidly, I haven’t heard 
anybody talk about the election this time around.

Mr. Zochowski: I haven’t either. Taxes could 
play a role, but in general I haven’t heard too 
much talk about the election having an impor-
tant impact. Unlike prior election cycles, nobody 
has been saying, “Okay, we need to get this 
done before the next administration comes in.” I 
haven’t heard any of that type of discussion.

Turning to your own merger with Allen & 
Overy, you are now basically partners in a dif-
ferent firm. 

Mr. Dermarkar: It’s more fun advising on 
mergers than going through a merger.  However, 
there is a lot of excitement and optimism about 
the possibilities this combination provides.  The 
combined platform is really the first fully inte-
grated law firm with unparalleled geographic 
reach and global scale, with depth and quality of 
experience in all key global markets. 

Mr. Zochowski: That’s true. At first, you don’t 
quite comprehend how much focus is required 
because everything changes. Your website 
changes, your pitch materials change, your capa-
bilities change, etc.  All to the better, of course.   
But, you’re trying to pull from all different parts 
of previously two separate organizations. Plus, 
it’s a people business. We’re not selling a prod-
uct. We’re selling the services of individuals with 
expertise. Trying to reorganize 4000 lawyers is 
a daunting task. It is a lot of work and, as Alain 
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said, it’s better to be an advisor to a merger.
That said, we’re really excited. It’s been a 

great cultural fit and I think that we are really 
well positioned globally to be very competitive 
and offer great capability to our clients in a lot of 
regions and countries. We’re really eager to push 
forward. 

MA

The Panel
An introduction by Ethan Klingsberg, Forum 
co-host and co-head of U.S. corporate M&A at 
Freshfields

Freshfields partner Beth George (former 
acting General Counsel of the Department 
of Defense) moderated a panel with Spencer 
Fisher (Department of Homeland Security, 
Cybersecurity and Infrastructure Security 
Agency), Sean Newell (DOJ, Chief of the National 
Security and Cybersecurity Section), and Jorge 
Tenreiro (SEC’s Crypto Asset and Cyber Unit). 

The conversation kicked off with a discus-
sion about cybersecurity risks facing the United 
States. Sean explained the entirely new level of 
sophistication that cyberattackers have devel-
oped and potential risks posed to US compa-
nies that are unable to maintain sufficient lev-
els of preparedness to effectively anticipate and 
respond to such attack.

The panel discussed how M&A can make 
companies vulnerable to cyberattacks as a result 
of weaknesses at the target company and the 
pressure for systems to be decrypted and oth-
erwise compromised to facilitate integration. 
Cyberattackers take advantage of the transition 
period that M&A integration presents.

The panelists then discussed the fact that the 
threat of cyberattack comes from not only indi-

vidual criminal actors, but also nation-states. 
Cybercriminals have developed a synthesized 
ecosystem of “ransomeware-as-a-service,” in 
which they pool diverse expertise to launch 
attacks against U.S. companies. Nation-states 
find cyberattacks can be a low-cost way to 
advance their regime goals. Partly as a result of 
this phenomenon, preventing cyberattacks is not 
only essential to protect U.S. information sys-
tems, but key to maintaining the physical secu-
rity of U.S. critical infrastructure. Cyberattacks 
have also posed threats to U.S. democracy in 
more abstract ways; for example, in 2020, Iran 
attempted to disrupt the presidential election 
through cybersecurity breaches. Partly because 
both individual cybercriminals and nation-state 
cyberattackers usually operate from safe havens 
that U.S. justice systems can’t reach, the tradi-
tional law enforcement model does not trans-
late well to cybersecurity. Instead, rather than 
building a case over a long time that eventually 
goes to court and/ortrial, the DOJ has pivoted to 
attempting to “disrupt” cyberattacks by antici-
pating them and buying time to dismantle the 
hackers’ operations, a more preemptive model 
than traditional prosecution.

Finally, the panel addressed the intersection 
of cybersecurity and public company disclo-
sure requirements relating to cyber risk, through 
a case study of a hack of a company called 

Private Equity
continued

Cybersecurity
The Berkeley Spring Forum



15

 the M&A journal

Solarwinds. Beth described Solarwinds as an 
“exquisite hack” because of how Russia man-
aged to target the U.S. government through a 
cyberattack on a cybersecurity company, manip-
ulating source code in a software update in order 
to target the users of the software, including sev-
eral government agencies. Spencer discussed the 
steps the DOJ has taken in light of Solarwinds to 
improve its ability to protect critical infrastruc-
ture from cyberattacks on U.S. companies with 
access to government infrastructure.

As a result of the attack, the SEC charged 
not only the company itself but also its Chief 
Information Security Officer with fraud and 
internal controls failure. The panel discussed 
how the SEC’s case against and the SEC’s new 
rule requiring public companies to disclose 
cybersecurity breaches within a matter of days 
significantly increases exposure for public com-
panies for disclosure violations on top of any 
liability that results from the underlying secu-
rity breach. Jorge highlighted that the new rule 
reflects the view that information about cyber 
risks is material to investors.

The panel closed with a very helpful discus-
sion of practical steps that CISOs can take to 
avoid liability for cybersecurity breaches and 
related disclosure obligations. These takeaways 
included steps relating to internal education 
and engagement within one’s company, as well 
as monitoring and internal implementation of 
proper systems and disciplinary actions for 
nono-compliance.

The Discussion
Moderator: Beth George, Partner and head 

of Strategic Risk and Crisis Management, 
Freshfields; former General Counsel of the U.S. 
Department of Defense: 

Beth George: Cyber ecurity has been a really 
hot topic over the last couple of years. Then, AI 
came on the scene and now everyone seems to 
have forgotten that cyber security is an issue, 
but everyone’s still after your data. I can’t tell 
you the number of M&A deals that I have been 
brought into because in the middle of the deal, 
a hack has happened normally in the target and 
we’re trying to assess what’s the risk for the 
acquiring company.

We’re very lucky today to be joined by three 
of the leading—I know you guys don’t want to 
be called regulators—government officials tack-
ling at cyber security issues. You have a great 
range of folks to hear from today.

First, to my immediate left is Spencer Fisher, 
he’s the Chief Counsel of the Cybersecurity 

and Infrastructure Security Agency, otherwise 
known as CISA at DHS. CISA is probably the 
crown jewel that the government thinks of as its 
attempt to address cybersecurity issues.

Next to him, is Sean Newell, Chief of the 
National Security Cybersecurity section at DOJ. 
Thinking of the DOJ, he has one very specific 
area that he focuses on, and that’s nation-state 
actors, which tend to be the most pernicious 
areas of attacks in the areas where we see actual 
material devastating impacts to companies. He’ll 
describe  a little bit about that.

Then, on the phone, hopefully we have, by 
video, Jorge Tenreiro, who’s the Deputy Chief at 
the SEC on enforcement, who’s going to talk a 
little bit about the pain points that I think prob-
ably most people in this room are very familiar 
with, the new cybersecurity rules around the 
SEC and the SEC’s enforcement actions around 
this.

Really excited to have all of you here. I want 
to start by just introducing this audience to your 
areas of expertise. This is of course, only three 
of the pillars, there’s probably another 20 at the 
United States Government, that are trying to 
tackle cybersecurity.

Sean, I wanted to start with you. It’s been 
well over a decade now that DOJ has been very 
strong in playing this area of national security-
meets-cybersecurity. Since then, we’ve seen, I 
think about 10 to 12 years ago, the United States 
Government first started talking publicly about 
Chinese hacking of U.S. companies. At the time, I 
think the FBI director called it the greatest trans-
fer of wealth in history, if that’s totally accurate, 
but that was the lens through which it-

Sean Newell: It was the NSA director, yes. 
Keith Alexander.

Ms. George: Yes, the NSA director. There’s 
been North Korea’s attack on Sony, there’s been 
Russia’s exquisite attack on Solarwinds, which 
we’ll talk about a little bit, there was Colonial 
Pipeline. Right now, we’re in the middle of 
Change Healthcare, which has a ransomware 
attack that may or may not be nation-state based. 
Microsoft most recently released, not one, but 
two 8-Ks about a nation-state hack on their sys-
tems, and the second 8-K noting that it had hap-
penedand  the second 8-K noting that it was 
actually ongoing. Can you give us a little bit 
more background on how National Security 
Division at DOJ sees the world, the threat picture 
right now? What’s keeping you guys awake and 
how you guys are getting involved in some of 

Cybersecurity  



The M&A journal

16

these attacks on U.S. companies?

Mr. Newell: Thank you Beth. First of all, I 
do want to thank Jorge for wearing a tie today. 
Spencer abandoned me by getting rid of his tie. 
It’s not a very good representation of Washington 
D.C.

Nonetheless, as far as the threat picture, what 
we are seeing, unfortunately is I think both in the 
nation-state context and the transnational crimi-
nal organization context, just the actors continu-
ing to evolve, continuing to increase the sophisti-
cation and scale of their activities. There’s a large 
number of factors to that. I think on the nation-
state side of the house, you now see these coun-
tries seeing cyber-enabled activities, whether it’s 
theft or destructive or disruptive cyber-attacks, 
theft of crypto or fiat currency in the case of 
North Korea. They see these as all low cost ways 
to advance their regime goals.

Then on the criminal side of the House, you’re 
definitely seeing the development of an eco-
system with specialization of cyber criminals 
where you have one cyber criminal who is really 
good at coding malware and you have another 
one who’s really good at obtaining initial access 
to companies. And they’re just developing this 
ecosystem where they’re all coming together in 
what we call, in the ransomware context, ran-
somware as a service, and just really upping 
their game in the scale of their attacks.

I think on the government side, as set forth 
in the administration’s National Cybersecurity 
Strategy, which came out last year, we have 
really been called upon and we called upon our-
selves to up our own game in countering these 
activities. For the National Security Division of 
the Department of Justice, one of the things that 
we have done to help implement that strategy is 
we have stood up the National Security Cyber 
section, which I now lead, which has prosecutors 
who are entirely devoted to disrupting nation 
state hackers. We have colleagues in our crimi-
nal division in the computer crime and intellec-
tual property section who are entirely devoted 
towards disrupting the criminal threat. And we 
have AUSAs all around the country, including 
here in San Francisco and Oakland and San Jose, 
who are also working in these types of cases.

One thing I want to point out there before I 
talk about what keeps me up at night, you’ll hear 
me say, “disrupting,” because that is something 
that I think is being emphasized right now by 

the Department of Justice and our leadership 
in the context of our own strategy to disrupt 
cyber threats and in the National Cybesecurity 
Strategy, which is we’re all prosecutors at 
heart, we work with the FBI, we have their law 
enforcement agents, they have handcuffs, they 
like going and arresting people, but in the cyber 
context, that law enforcement model of build-
ing a case over a long period of time, keeping 
a secret, busting down the door, arresting the 
guy and taking him to the courtroom and hav-
ing a trial and eventually convicting them. It’s 
just not perfectly applicable in the cyber context 
because a lot of our adversaries, whether they’re 
transnational cyber criminals or nation states, are 
obviously hacking from safe havens. They’re in 
places where we can’t get to them with our law 
enforcement tools. While arresting them is the 
ultimate disruption, we think we have to think 
of other ways to raise their costs, to prevent them 
from doing what they want to do and from buy-
ing network defenders time and space to defend 
their companies. We really are focusing on that, 
even though we’re prosecutors and law enforce-
ment nation as a heart, we see our mission much 
more through a cybersecurity lens and enhanc-
ing cybersecurity.

What keeps me up at night. Personally, for 
me, looking ahead, we’re talking about the 
People’s Republic of China actors targeting criti-
cal infrastructure. You’ve probably heard about a 
lot of discussion from the US government about 
that since November of last year. Something that 
we are seeing, we’re disrupting it as much as we 
can. DOJ launched a core authorized operation 
back in December and January to really disrupt 
some of the infrastructure the Chinese hackers 
are using to target our critical infrastructure, 
to lie low and gain persistent access to eventu-
ally maybe take an action to disrupt that critical 
infrastructure if there were ever a crisis between 
the United States and China.

That definitely is something that’s high on our 
radar. Iran is doing a little bit of activity targeting 
industrial control systems, a similar type. And 
then, I’m also right now thinking a lot about for-
mula line influence, cyber-enabled formula line 
influence in the context of the forthcoming elec-
tion in November, 2024. For here, trying to figure 
out how the actors are going to try to sow divi-
sion, create misinformation, things along those 
lines in the context of our election. We’ve seen 
that happen in 2020. I don’t know if folks are 
familiar with that. We saw the Iranian govern-
ment, the IRGC, in particular, conducting a cam-
paign to sow discord by pretending they’re the 
Proud Boys and threatening democratic voters, 
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and then they compromised a media company 
and they were going to put out fake news stories 
after the election. Luckily, we caught onto it and 
headed that off at the pass. But those are the two 
things that keep me up.

From the business community, I might actu-
ally tweak that a little bit and say PRC is still, but 
maybe the theft of intellectual property, of sense-
of-business data that continues. We’re fighting it, 
but they continue to do that and they’re continu-
ing to look out there for companies in the West 
that have technologies, have data that would 
advance their own objectives, which are pretty 
much laid out in their five-year plans.

And then ransomware, the ransomware actors 
are out there looking for opportunities. Beth, 
you mentioned the context of M&A, companies 
getting hit, and I think we are seeing them, and 
the FBI actually put an alert about this out in 
November, 2021. We’re seeing these actors rec-
ognizing that certain business events, and M&A 
transactions being one of them, where they have 
maximum leverage over the victims, they have 
maximum opportunity to gain that initial access 
to the system and that’s because there’s unclear 
reporting lines in the context of the merger  or 
the acquisition, there’s legacy systems, they’re 
being left over after an acquisition, there’s the 
cybersecurity folks are more focused on the tran-
sition as opposed to cybersecurity at that point in 
time. And then, there’s a lot of pressure to actu-
ally get your systems decrypted, so they have 
maximum leverage on actually extorting that 
payment from them.

I think from a government perspective, I’m 
focused on a critical infrastructure, formula line 
influence, but I think from a business community 
perspective, I would almost say the big things 
are PRC theft of data and then the ransomware 
threat.

Ms. George: That makes a lot of sense to 
me. I think even on the outside in the private 
sector, I’ve been struck by the number of times 
that my clients have had a ransomware incident 
that seems to be exquisitely timed around 10K, 
10Q reporting at some point where that 72-hour 
deadline is buttressed by something else and it’s 
trying to prevent you from trying to negotiate 
that out. It’s definitely something I think we see 
in the private sector. 

Spencer, Sean talked a little bit about critical 
infrastructure, but that’s really your bread and 
butter over at CISA. When we talk about critical 
infrastructure, I think it’s really easy for people 
to think about water facilities, energy plants, but 
it’s broader. How does the government think 

about critical infrastructure?

Spencer Fisher: Thank you for having me 
today. . I really appreciate it. The weather here is 
awful. It’s just terrible. I can’t believe I came, but 
gorgeous day. Thank you.

The nation’s critical infrastructure, it’s orga-
nized into 16 different sectors, those comprise 
assets, systems, and networks, whether physi-
cal or virtual that are considered so vital to the 
United States that destruction and incapacita-
tion would have a debilitating effect on security, 
national, economic security, or public health and 
safety. That is, as you mentioned, the bread and 
butter of CISA’s mission. But within that mission 
set, we have to prioritize, just like every agency 
has to prioritize what it focuses on. So I’ll just 
run through a few of the things that we’re priori-
tizing in that space and that might be helpful for 
folks to hear.

At the end of last year, we launched a shields-
ready campaign making resilience during inci-
dents a reality by encouraging organizations 
and individuals to take action before an incident 
actually occurs. In the government or in the mili-
tary, we would talk about this as left of boom, 
and that is part of CISA’s guidance at this time 
and we’re going to continue to promote that in 
2024.

I’ll be the first to say AI, so yep, gotcha, got-
cha, and awesome, you know I wanted to do 
this, I’m going to slightly take a detour here and 
mention that I visited a very awesome gentle-
man down the road here that shines shoes and 
has been doing so for 40 years, right down the 
road from here. He had something interesting to 
say. He told me that in the buildings surround-
ing where he works, again, just a few blocks 
down the road here, everyone now is working on 
AI. And he said, “You know what I’ve found is 
that every 12 years, that changes.” Twelve years 
ago it was social media, 12 years before that it 
was dotcom. He said, “12 years from now, that’ll 
be something else.” And I thought, “That’s pretty 
awesome. That actually sounds perfectly true.”

Right now, AI though is top of mind for every-
one and we need to make sure that we’re pre-
pared for the adoption of that technology across 
critical infrastructure. CISA has a number of ini-
tiatives and products as well as standalone prod-
ucts on AI that we’ve co-sealed with other agen-
cies as well as other governments that promote 
the safe and responsible design of AI products.

Third, we’re looking to support, if folks have 
not heard about Secure by Design, a Secure by 
Design revolution, there’s no other way to put it. 
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And this movement really looks to shift cyber-
security burdens to product vendors and away 
from end users and create a culture of security 
within innovation. This is discussed in the Cyber 
Security Strategy that Sean mentioned and ancil-
lary or parallel to that is a conversation and an 
ongoing dialogue about software liability stan-
dards. My team at the CISA Chief Counsel’s 
office has been deeply involved in those discus-
sions.

Next, as Sean mentioned, is securing the 2024 
elections. That extends the protection of individ-
uals actually running elections at the state and 
local level. This is something that’s near and dear 
to my heart, I’ve worked on elections in one way 
or another really my whole career starting out at 
the Department of Justice. We just released today 
a product co-sealed with the FBI and ODNI on 
FMI, Foreign Malign Influence, and we continue 
to put out products and guidance on securing 
our elections and protecting 2024.

Finally, and certainly not least, is a campaign 
that we’ve started called Secure Our World. I 
knew I made it, I knew I made it when I was 
hired at CISA and went grocery shopping at 
Safeway and heard a jingle for Secure Our World 
playing over the loudspeaker. And I was like, 
“That’s cool. That’s where I work.”

Secure Our World’s a campaign, it’s a call to 
action really for businesses, states, local govern-
ments, schools, hospitals to consider security 
an essential element of our everyday interac-
tions. Technology is such a fundamental part of 
our daily lives that we need it to be reliable and 
secure, it’s the job of tech manufacturers to help 
with that. But we also need to make sure as end 
users, we’re doing the basics to stay safe and 
responsible. CISA is working to help folks get 
there.

In addition, I’ll just mention a few since you 
mentioned the critical infrastructure, there are a 
few focus areas that our director and the agency 
have identified such as K-to-12 schools, the 
water sector, it was mentioned earlier, hospitals 
as you mentioned, the change healthcare. There 
are pieces of that that we’re focused on, but obvi-
ously we have to worry about the whole as well.

We’re the lead for cyber defense, the national 
lead for cyber defense, but really we’re all on the 
front lines to borrow some of my military par-
lance when it comes to defending and creating 
a safe cyberspace. Over the next year, you can 
expect CISA as we’ve done over the past several 

years, to keep developing and putting out prod-
ucts and guidance in that respect.

Ms. George: Thanks Spencer. Jorge, I think 
you’re probably the regulator that everyone’s 
the most familiar with in this room. The SEC has 
been active in cybersecurity for over a decade 
and that most recently culminated in publishing 
a rule on requiring reporting on material cyber-
security incidents. Can you talk a little bit about 
how the SEC is structured to tackle cybersecurity 
and where you guys are thinking about putting 
priorities for enforcement?

Jorge Tenreiro: Sure, thank you. I will start 
with the usual SEC disclaimer about my remarks 
obviously are mine in my capacity and not nec-
essarily reflecting the views of the staff, commis-
sioners or the commission certainly.

I think as you alluded to, the SEC has been 
active on cyber issues for a while. In 2011, our 
Division of Corporation Finance issued staff 
guidance to help public companies on issues to 
be considered in addressing cyber issues and 
their disclosures and what cyber-related inci-
dents or issues to disclose in periodic filings 
including in the event of breaches.

In 2018, the Commission itself issued addi-
tional cyber guidance for public companies to 
provide, I guess from my perspective, further 
granularity and reiterating the obligation of 
public companies to share material information 
about cyber incidents with investors. And then 
as you just mentioned, in this past July, the com-
mission adopted a new rule for public issuers, 
public company issuers regarding cyber.

I would say that each level of guidance and 
then the rule have built on what came before. 
But in terms of how the SEC is structured, I think 
it’s fair to say there’s a number of different parts 
of groups or offices of the SEC that tackle cyber-
security-related concerns and disclosures. Most 
prominent in my mind are I think the Division 
of Corporation Finance, the Division of Exams 
and, in some instances, also the Division of 
Enforcement wherever.

To take a step back, I think the SEC has 
approached cyber through essentially two sepa-
rate channels, one is what I think about as the 
registrant community and the other is public 
companies, which is what you’re talking about in 
the new rule. Just very briefly on registrants such 
as broker dealers, registered investment advi-
sors, other SEC-registered intermediaries, there’s 
been for a while now a variety of rules that apply 
to how they maintain, secure, and dispose of cus-
tomer sensitive information.
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The Division of Examinations performs peri-
odic exams and other reviews of these policies 
and procedures and implementation to ensure 
compliance with those rules. That’s a part of the 
SEC that deals with those issues.

Now for public companies, I think the SEC is 
committed to ensuring that investors have access 
to material information to which they are enti-
tled so they can make informed investment deci-
sions and consider cyber-related risks that may 
impact their returns. The Division of Corporation 
Finance reviews public filings and engages with 
filers. And I think as people in that division have 
recently stated publicly and have always stated 
as interpretive questions arise, I think the divi-
sion does have a long-standing open door policy 
and they want to encourage you to talk to staff 
about questions you may have.

Finally, perhaps some people’s least favor-
ite division is the Division of Enforcement, the 
one you least want to hear about. I can’t blame 
you necessarily. Obviously we’re authorized to 
investigate violations by registrants and public 
companies and with commission authorization, 
we can bring enforcement actions to re-identify 
violations.

Slightly different than from what my col-
leagues have been talking about, our focus there 
is on disclosure and of course we’re mindful of 
punishing a company that has suffered a breach 
that has in some ways been a victim in the ways 
that they’ve described. But our focus is on pub-
lic companies and to make sure that the breach 
doesn’t create additional victims essentially 
because the company failed to provide investors 
with material information.

In terms of our priorities, I think the new rule 
is interesting and a priority. It’s new, so some-
times it takes a while for that to percolate its way 
to the enforcement division. But I think it’s fair 
to say that’s something that enforcement people 
are keeping an eye on. We’ll talk a little bit more 
about the rule I think later in the program, but 
generally speaking, just for the purposes of this 
question, the rule includes periodic violence, 
cyber governance and risk and disclosure within 
four days after materiality determination follow-
ing the cyber event. A priority for the division, 
I think remains for that registrant bucket that I 
talked about, ensuring that they comply with the 
regulations that apply to them about protecting 
customer data.

Ms. George: Thank you. I want to talk about 
my nightmare, which is Solarwinds and it brings 
all of you guys together. For those of you who 
are not familiar with Solarwinds, it is a security 

company that experienced what I describe as 
the most exquisite hack that I think I’m aware of 
that’s been public, by Russia. The targets were 
its clients, which included the United States 
Government. After having gone through what 
was a disaster of an experience, they are now in 
a situation where their CISO has been charged 
with fraud by the SEC and that the company has 
been charged with failure for issuing property 
disclosures around its cybersecurity risks. This 
is from moment of threat vector to end regula-
tory situation, like the worst scenario I think for 
a company.

Sean, I want to start with you and talk about 
how this was not a typical hack that I think peo-
ple think of where you think, “This group is 
coming in and they want to steal data so they can 
sell it or they want a ransomware or something, 
or they want my data.” This was a group that 
came in and said, “You are my access, my key 
into possibly 18,000 different customers.” Talk a 
little bit about what happened here from what 
you can talk about in the unclassed situation, 
maybe it’s all unclassed today. What Russia did, 
why they targeted Solarwinds and why it was 
such an effective hack.

Mr. Newell: I probably should have men-
tioned this type of hack, which we refer to as a 
supply chain attack in my what-keeps-me-up-at-
night message because it does just resonate for 
many months and many years after the initial 
hack.

What happened was Solarwinds, a software 
company based in Texas, they had a piece of 
software called Orion, which helped cybersecu-
rity network defenders monitor their network. 
What happened was the members of the Foreign 
Intelligence Service of the Russian Federation, 
they’re known as SVR, one of the successors 
to the KGB, figured out, because they’re very 
smart and very sophisticated, they figured out 
that Solarwinds provides the software to its cus-
tomers, periodically updates that software for 
its customers. They are, as you mentioned, the 
door into many different places we want to go 
through for our intelligence gathering purposes. 
They targeted Solarwinds, they gained access to 
Solarwinds. This was in October. This is all pub-
lic information that I’m telling you, it’s informa-
tion that’s been acknowledged by the company, 
it’s not classified or information the company 
provided to us during the course of the investi-
gation.

But in October, 2019, they gained access to 
the network. They laid low, they slowly moved 
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laterally through the network to the produc-
tion environment, they gained access to the pro-
duction environment for the software and they 
watched how the company updated the software 
and pushed out the updates. At a certain point 
in time, between October 2019 and March 2023, 
they inserted their own code into that software, 
which provided them a backdoor to any system 
in which that software was loaded.

So March 2023 comes around and the com-
pany comes to its normal cycle, updates the soft-
ware, pushes it out, not realizing that at the time 
of that update the SVR had gotten in and put a 
backdoor into it. All the customers of Solarwinds 
that updated their software  March 2023 had a 
backdoor.

Now this is thousands, if not tens of thou-
sands of customers around the world. But what 
the SVR did after that was they looked at who 
they then had access to and went in a very tar-
geted manner to U.S. government agencies, for-
eign governments, and then a lot of private sec-
tor entities. They were using this backdoor to get 
in the systems and go for the data that was of 
interest to the Russian government.

That was in March. It wasn’t until December 
2020 when they went after a company called 
FireEye, which, for those of you who aren’t 
familiar with it, is an incident response company, 
and a very sophisticated one. I think we’re all 
fortunate that they went after FireEye because 
who better to discover a network intrusion by 
a very sophisticated adversary than a company 
that makes its living by discovering network 
intrusions by very sophisticated adversaries?

Luckily for us, FireEye noticed something 
was up, started digging into it and actually dis-
covered that there was this vulnerability and 
sounded the alarm. From then on, the U.S. gov-
ernment popped into action, we initiated inves-
tigations, DHS was very involved in getting out 
information about the hack and getting out infor-
mation to federal government, civilian enterprise 
saying, “Here’s where you got to look for, here’s 
the patches,” things along those lines.

It was very devastating. DOJ in particu-
lar, and yours truly, we had our emails stolen. 
A funny fact that doesn’t get much attention 
though, it was not just Solarwinds. Solarwinds 
allowed them into DOJ’s network. They actu-
ally then took advantage of a flaw in Microsoft 
software to move laterally within DOJ. They’re 
this very sophisticated actor, two previously 

unknown vulnerabilities that they were taking 
advantage of to go after DOJ specifically and 
others and they gathered all this information. 
Discovered, remediated, we worked very closely 
with Solarwinds throughout our investigation 
and we continue to do so. They were very, very 
open to law enforcement, shared lots of informa-
tion with us, provided witnesses. I think that it 
was a very bad day for them and for the U.S. 
government and for a lot of other companies in 
December when this all came to light.

Ms. George: Right around Christmas.

Mr. Newell: Right around Christmas as these 
things tend to happen.

Ms. George: I  was just trying to remember 
what ruined my Christmas that year. That was 
this. Spencer, this was a terrible moment for the 
United States Government. I think like a proof 
of concept for CISA. How did you guys react? 
What were the lessons learned as a victim in 
the government? And then what were the prac-
tices that you think that the government actually 
nailed this time that companies should be think-
ing about when they have a similar situation?

Mr. Fisher: Great question. Thank you. I share 
your pain. First of all, I was not at CISA. I’ve 
only been at CISA for a year. I was at the White 
House working at the National Security Council 
and got a call, I think the day before Christmas 
to come in and discuss something. I definitely 
understand the impact on Christmas that year, in 
December 2020.

In the immediate aftermath of the Solarwinds 
campaign, CISA, as Sean alluded to, DHS, CISA 
worked with the government, private sector and 
international partners sharing information and 
resources. Since then, CISA has addressed many 
of the lessons learned and implemented changes, 
recommended or authorized through things 
like the Biden Administration’s Cybersecurity 
Executive Order. The NDAA has touched on 
this as well, the National Defense Authorization 
Act, the Cybersecurity Strategy, the CSAC 
Cybersecurity Advisory Council, I know I’m just 
throwing acronyms at you all. But that’s what we 
do from the government.

These are all things that I think have been 
informed over the last three years by the 
Solarwinds hack. Using those authorities, and I 
come at this from the legal perspective, so we’re 
using those authorities, working with our cli-
ents within the ambit of those authorities. We’ve 
made some strides in cybersecurity across both 
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federal and critical infrastructure networks. I’ll 
just talk a little bit about that because it goes to 
CISA’s mission.

CISA’s mission includes, I talked about critical 
infrastructure earlier. CISA’s mission includes 
defending the FCEB, I’m throwing another one at 
you guys, the Federal Civilian Executive Branch 
Network, which is the largest computer network 
in the world. For federal networks, we’ve stood 
up a federal dashboard that provides granu-
lar data in the cybersecurity risk across civilian 
agencies. We’ve deployed endpoint detection 
and response capabilities across thousands of 
hosts and gained unprecedented visibility. And 
we’ve also deployed new shared services, so pro-
tective DNS to prevent intrusions at scale. We’ve 
issued numerous binding operational directives, 
which my staff works with our clients on, that 
have transformed how agencies prioritize vul-
nerabilities and set requirements for agencies 
to report information on assets and vulnerabili-
ties to CISA. Big part of our work is this cyber 
defense mission.

Across critical infrastructures, broadening 
out from the federal government, we’ve pub-
lished cyber performance goals. This is a volun-
tary baseline framework. You can think about 
it along the same lines as the NIST framework 
(National Institute of Science and Technology, 
OMB Guidance, FISMA (Federal Information 
Security Modernization Act) to establish a base-
line of cybersecurity practices across sectors. 
We’ve expanded our cyber sentry program to 
nearly 20 of the nation’s most critical entities. 
We’ve established a novel model of persistent 
collaboration that brings public and private sec-
tor partners together through the Joint Cyber 
Defense Collaborative JCDC. Most of critical 
infrastructure sits in the private sector. CISA 
works very diligently and very hard at forming 
those partnerships between—and I know this 
has become a little bit of a cliché—but the public-
private partnership is vital to our mission. It’s 
something we place a lot of priority on.

We drive collaborative efforts to drive down 
cyber risks to the nation’s critical infrastructure. 
That requires identifying what the risks are, 
information sharing, conducting risk and vulner-
ability assessments, deploying threat detection, 
so threat-hunt capabilities, and leveraging our 
capacity to assist the private sector.

Our hope is that we’re helping agencies as 
the nation’s Cyber Defense Agency to prevent 
and respond to cyber attacks. In the wake of 
Solarwinds, we’re offering assistance to victim 
organizations, using information from incident 
reports to protect other possible victims. When 

those things are reported and reported quickly, 
they can contribute to stopping attacks and cyber 
incidents that are underway.

As we look ahead, my hope is that CISA 
working with our inter-agency partners, will 
be able to look back and see that our nation 
companies and people have worked together 
to learn and form a collective ability to respond 
and recover to things like Solarwinds and work 
towards resilience. It really is, and I know I’ll 
throw another cliché, but it really is a whole of 
nation, whole of government effort to keep us 
safe. Thank you.

Ms. George: Jorge, I know that we have lim-
ited time with you. How many minutes do I 
have left?

Mr. Tenreiro: I could probably stick another 
15. Thank you. Sorry.

Ms. George: Got it. I got it. I’m good. Thank 
you. Solarwinds is probably the biggest enforce-
ment action I think the private  sector has seen 
from the SEC. I’m going to talk a little bit about 
it because I know that you can’t, and then I’ll let 
you talk more generally.

Solarwinds had 18,000 customers. If you were 
a customer of Solarwinds sometime in like say 
February, March, April, you got a letter from 
the SEC saying, “You are a user of Solarwinds. 
Solarwinds told us that you were a customer. 
Did you have this software in place? Have you 
been breached? And so forth. Have you assessed 
materiality of this incident? Did you disclose it? 
If you didn’t disclose, then why?” We saw this 
in law firms because it was not one client, it was 
like 20 clients, 30 clients, 40 clients, getting these 
letters from the SEC. We thought, “Well, SEC is 
really taking this quite seriously.” This all culmi-
nates in, I think maybe a couple of months ago, 
the SEC files charges against the CISO. This is the 
first time we’ve seen a CISO [Chief Information 
Security Officer] held accountable by the SEC 
around disclosures.

Two things that really came out in the com-
plaint. One is that the CISO was putting out mar-
keting materials touting Solarwinds cybersecu-
rity, while at the same time having received tons 
of emails that I think most CISOs received that 
say things like, “Our security is crap. We have 
a massive amount of cybersecurity debt. This 
place is a steaming pile of...” You know. And the 
disclosures from Solarwinds probably reads like 
almost every other company’s disclosures. “We 
could be subject to a cyber attack. We have this 
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kind of material and we have that kind of mate-
rial and that in the event that we had an incident, 
it could be problematic for our company in a 
myriad of ways.”

The CISO and the company have been 
charged, interestingly to all of us on the outside, 
not other executives, both for fraud and for con-
trols, failures around disclosures. I know that, 
Jorge, you cannot talk about this case, which is 
devastating to me, but let’s talk about the hypo-
thetical situation of CISOs and companies out 
there that are looking at this complaint from 
the SEC, which is definitely the most aggressive 
posture we have seen towards a victim com-
pany, I think. Maybe to the exclusion of the FTC, 
maybe the FTC has played this tough as well. 
What lessons should companies be taking from 
this action from the SEC in terms of the expecta-
tions today of what they should be talking about 
when they’re talking about cybersecurity. Every 
company I know has a massive amount of cyber-
security debt. How much do they need to be 
putting that out there in their disclosures? From 
your regulatory perspective, what are you guys 
expecting?

Mr. Tenreiro: You’re right, I can’t talk about 
Solarwinds. It’s an active litigation. Sorry, maybe 
one day, but taking a step back, just several 
degrees to address the question without refer-
encing any particular matter, I think obviously 
we know that the issue of personal liability has 
garnered a lot of attention. Look, we look at the 
facts and circumstances. I know that’s not very 
satisfactory. But I think we don’t look at titles, we 
look at what did the person know or should have 
known in their position, what did they do or did 
not do, and how does that measure up to statutes 
and the law, really the rules and regulations? 
I think generally speaking, and I think higher 
ranking people and enforcement have said it  if 
you are operating in good faith and take reason-
able steps, you’re unlikely to hear from us.

In some ways, when I think about these 
issues, and people ask me, I think back on my 
career when I was a staff attorney and working 
on my own investigations, I once had a case 
where we sued a company, I don’t want to name 
them to the public because I don’t want to bring 
this up back for them, but basically they were 
talking about the safety of their product, and 
they had all these reports that said, “These prod-
ucts are not safe.” It does remind me of that situ-

ation where you’re eternally getting very spe-
cific information that something is wrong, and 
then outwardly you’re saying, “Oh, nothing’s 
wrong.” Or you’re giving these, what I think 
you described as boilerplate disclosures. Cases, 
situations like that have always been troubling 
for the SEC. I don’t think it’s necessarily new in 
this context, although I presume that all of those 
notices that we sent out made some of the law 
firm people very busy.

But going back to the CISOs question because 
I don’t want to completely skirt answering, I 
think there’s three sets of things that they and 
others in similar positions can do to advance our 
entities preparedness and improve outcomes 
in that process. I think we think about maybe 
education, engagement, and execution. Educate 
people about the meaning of the rules and what 
the expectations are. Engage with the stakehold-
ers in the company and impacted groups inter-
nally to understand business units, sources of 
risk, opportunity, where we are, where you are 
in achieving compliance with what you’ve said 
publicly. And then execute. Make sure that the 
company’s good plans and policies and proce-
dures are implemented effectively and consis-
tently. I think as I alluded to with my example, 
if someone was aware of red flags or purposely 
ignored them, how did the person respond or fail 
to respond, or how did those actions or aware-
ness implicate internal controls or disclosures? 
Those are the questions that we’re going to be 
asking.

I think you asked a hypothetical about some-
one who’s maybe talking internally and maybe 
they’re not getting the response that they want. 
That’s a serious issue. We have had public 
enforcement actions where in the charging docu-
ments, we’ve mentioned that there were break-
downs in communications, maybe not necessar-
ily that somebody was being ignored on pur-
pose, which sounds more problematic, but there 
were breakdowns in policies and procedures on 
disclosure, making sure the information from 
here gets up to here.

I don’t know if you were referring to some-
thing more. I guess what I would say, again, just 
from my perspective for cyber security profes-
sionals if they feel like they’re not being heard 
internally, is please continue your efforts to make 
sure that you are heard. Hopefully our enforce-
ment efforts are helping to show why it is in 
the company’s interest to listen and keep those 
internal lines open and effective. I don’t know if 
you’re referring to a more extreme situation of 
someone  raising an alarm, or blowing a whis-
tle and not being heard. I mean, obviously that 
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veers into other territory, but I think that’s what 
the expectations are, and they’re not necessarily 
that different than what you see in other contexts 
despite obviously the interest in cyber is great 
and I understand that.

Ms. George: I think that’s helpful. I think that 
from the CISO community, there was a massive 
allergic reaction to this enforcement proceed-
ing in part because I think CISOs have long felt 
like their head has always been on the chop-
ping block. If I can just make it through this 
job for two years, but if we have a breach, I’m 
definitely going to be the person who gets fired. 
I think there’s a massive amount of risk that 
they are having to deal with. And I think even 
when you’re talking about the United States 
Government, it was also subject to this hack. It 
was a very impressive company that was actu-
ally able to detect it. Putting this pressure on 
CISOs, I think it’s going to be a whole new level 
of education to understand what their roles are 
in terms of public companies and disclosures. 
For this crowd, when you’re acquiring another 
company and you’re looking at what’s internal 
to them, I think that most targets of acquisitions 
tend to have weaker cybersecurity standards 
than the parent company ends up having.

While we’re with you, I want to talk a little bit 
about the recent SEC rule requiring companies 
to issue a 8-Ks within four days of determining 
a cybersecurity incident is material. I’m going 
to give an anecdote from my time in the Obama 
Administration, there was a period of time 
where there were major Iranian-based attacks on 
banks leading up to the Iran deal, trying to put 
pressure on the United States government and 
the banks, mostly New York-based banks were 
proxies for that pressure and there were large 
number of DDoS attacks. I don’t remember how 
many people in this room remember this, it was 
2015, 2016.

I remember this very distinctly because we 
were in a meeting at the Treasury Department 
and the bank officials were pushing on the 
United States Government to do something 
about these DDoS attacks, in part because the 
banks were saying, “We’re spending 20 million, 
30 million, 40 million, 50 million dollars a month 
to divert these attacks away from us.” And this 
is about your foreign policy and this is a foreign 
state and you should be protecting us. I remem-
ber a Treasury official asked one bank official, 
“Well, if it’s $15 million a month, are you dis-
closing it in your securities filings?” And they 
said, “No, it’s not material.” Which at the time, 
as a lowly paid government official, I thought, 

“That’s insane.” Now I’m sitting in Silicon Valley 
and I’m like, “This is probably right.”

But to put this in context, we have this 8-K, 
four days, you must disclose this materiality. 
What I have seen from my little foxhole proof-
reading people’s 8-Ks coming up is that a lot of 
companies are disclosing that they have inci-
dents, but are also putting in this caveat saying 
“But  it’s not material or we haven’t determined 
it’s material yet.” This belies the question of why 
are we disclosing it in the first place, but for it 
to meet this rule. But if you’re disclosing it and 
you’re still saying it’s not material, did you really 
meet the rules? I think that companies are still 
really struggling with how to attack these par-
ticular new rules around disclosures.

Jorge, I have two questions for you around 
this. One, have you found it surprising the 
number of disclosures that are happening that 
are saying, “We had this incident, may have 
involved a nation state, we haven’t determined 
it’s material, or we don’t think it’s material”? 
And then second, you’re a company, you’ve put 
out this 8-K, you’ve said it’s not material. What 
should you expect from the SEC?

Mr. Tenreiro: Just because I’m running a little 
short of time, I apologize, just to level set the rule 
for those, I think everyone is aware, but basi-
cally in July ‘23, the commissioner adopted rules 
that now require public companies to disclose 
material cybersecurity incidents and material 
information regarding their cybersecurity risk 
management. I’m being very general here in the 
interest of time.

Now, I think the SEC found that companies 
already provide this information, but on differ-
ent timelines, in a different levels of detail, in dif-
ferent sections, and so on. The heart of the idea 
was that investors need more timely and consis-
tent cybersecurity disclosures to make informed 
investment decisions. That I think was the SEC’s 
stated goal, I think, of adopting the rule, or one 
of the stated goals.

As you noted, the core is that registrants, pub-
lic companies rather, must determine whether 
is material without a reasonable delay and then 
four days to make a filing about that determina-
tion in Item 105 of Form  8-K. And then you have 
some requirements of what we’re supposed to 
disclose and describe, etc.

Am I surprised that people are filing the item 
saying, “We have this, but it’s not material”? 
I guess yes and no is my answer, but as you 
alluded to, this is pretty new and it’s developing. 
I think I’m just going to leave it at that for now 
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because it is something that as the companies 
are working through it, I think it’s fair to infer 
that the SEC’s going to be looking and thinking 
about that, as you do. I mean these are iterative 
processes in some ways.

And then in more general terms, should the 
companies expect the SEC review filing? I mean, 
as I mentioned in my first question, the Division 
of Corporation Finance reviews filings, and you 
can expect that that’s probably what they’re 
doing.

In terms of the Division of Enforcement, we 
enforce the rules. It’s actually in another big part 
of the work that I do in my unit, which I’m very 
glad you have not asked me about because I 
welcome one day not talking about crypto, but 
you hear regulation by enforcement is something 
I hear. It’s interesting to me when I hear that 
because we have regulations, we have to enforce 
them, we have these rules, companies, clearly, 
they’re figuring out the rules and they’re going 
to want to comply. I think it’s fair to infer gener-
ally at a very general level that the Division of 
Enforcement looks at the rules that we have that 
we have to enforce. Eventually, I think it’s fair 
to—again I’m not going to talk about anything 
in particular, but it’s something that the division 
will look at or is probably generally looking at. 
I’m just going to leave it at that level of general-
ity, but I think companies should expect with 
every public  filing that the SEC is looking at the 
public filings.

Ms. George: Thank you, Jorge. And I know 
you might have to pop off real fast, so thank you 
and I appreciate you joining us today. I’m sorry 
you’re running a little late.

Mr. Tenreiro: Thank you for having me.

Ms. George: Sean, one of the pieces of the 
rules that came out, I remember the proposed 
rule came out and it said, “You have four days 
within which to determine whether there is 
material that requires this disclosure.” I, as well 
as many other law firms commented, “You’re 
putting these companies in a terrible situation 
because particularly when it’s a nation state 
actor, you may not want to publicly acknowl-
edge that they’re on your system, but you may 
know it’s a material incident. Now you’re going 
to have to disclose that there’s a nation state 
actor, for example, on your system tipping them 

off that you know they’re there merely because 
you’ve got to meet this SEC requirement”. The 
SEC came in and in its amended final rule said, 
“Well, if you find yourself in this situation, you 
can go to the Attorney General and ask for a 
delay from making this SEC disclosure.” How 
many calls have you gotten?

Mr. Newell: That’s right. The delay is if the 
Attorney General determines there’s substantial 
risk to national security or public safety, by the 
disclosure, not the incident. The incident is not at 
issue, it’s the disclosure that must pose that risk. 
So I think a lot of times the  SEC would tell the 
companies, you don’t have to put all that nitty-
gritty stuff in there that would harm national 
security, public safety. But nonetheless, that did 
make it up in the final rule. To date in the four 
months, five months maybe that we’ve had this 
rule in place, we’ve had zero requests to delay 
disclosure, which is interesting given how many 
law firms commented, this is absolutely neces-
sary in order to protect national security. But 
we’re ready. When that first one comes in, we 
have a team of lawyers ready to pounce [laugh-
ter].

Ms. George: All right. Well, we’re at the top 
of the hour. Thank you both for joining us today, 
and thank you all for having us.
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It’s contagious and the epidemic is spreading. 
The latest available figures show that seventy 
percent of the 20 largest U.S. deals in the first 
half of 2024 were hit by leaks to the media. One 
might respond by saying “So what?” But that 
would be naïve. A leak can be as damaging as a 
drone strike, causing painful complications for 
transactions not yet ready for prime time.

“A leak can cement public perception about 
a deal before the parties have the opportunity 
to communicate its  rationale or structure,” says 
Sheila Ennis, managing director and Head of 
Investor Relations at H-Advisor Abernathy, a 
communications advisor to CEOs, board mem-
bers, and executives on shareholder commu-
nications and engagement. “This can delay or 
derail deal negotiations, stoke employee or regu-
lator concern, and may cause lasting reputational 
impact if a deal is not ultimately reached.”

Ms. Ennis and her team realized that leaks 
were becoming ever more common. “We were 
seeing a steady increase in leaks and wanted 
to be sure our clients were ready to manage 
through them. The leak strategy is now the first 
document we develop for our clients,” she says. 
“Every situation is different so it’s crucial to map 
the moments where the universe of awareness is 
likely to widen, or motivations change. What’s 
more, being prepared to react within the same 
news cycle is imperative.” 

Here are what the firm calls the “essential 
steps for dealmakers to navigate M&S leak sce-
narios:

• Get a plan on the shelf… early. Outline 
potential scenarios for public speculation 
and align on a rapid response strategy. 

• Ensure active dialogue and close collabora-
tion among the deal team. Media inquiries 

may not come directly to the client, but to 
advisors. 

• Anticipate moments where the universe 
of awareness widens. Are new parties 
being engaged? Have certain bidders been 
informed of a decision to move forward 
without them? 

• E v a l u a t e  a n n o u n c e m e n t  t i m i n g . 
Stakeholder engagement within in the same 
news cycle of the leak is essential. Can we 
accelerate planned timing of the transaction 
announcement? Do we need to position 
reporting as “early stages”? 

• Understand your regulatory and disclosure 
requirements. Disclosure requirements in 
a transaction leak scenario vary greatly if 
you are subject to regulations of the United 
States, United Kingdom or Hong Kong, for 
example. Legal obligations may affect the 
response strategy to a leak.

• Consider accuracy of the planned report-
ing. Is valuation or stages of negotiation 
way inaccurate? Is there an opportunity to 
course correct and limit problematic/inac-
curate details

There are important questions to address in 
the plan. First, philosophical differences can 
emerge as the parties put together the plan, all 
of which should be resolved before a leak hits. 
This way, the basic approach has been crafted 
before there is an actual leak. Ms. Ennis and her 
team help the company identify the members of 
a working group that can be convened quickly to 
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determine whether and/or how to respond just 
as soon as there is word of a leak. 

There are myriad ways by which companies 
can learn about a leak. A reporter might contact 
the parties directly or approach advisors work-
ing with the company. The first question is often 
whether or not the company should respond at 
all, and if it decides that is best, Ms. Ennis says 
that she and the team remind clients to be sure 
their employees know who is responsible for 
responding to “ inbounds from the media.”

How much does the reporter know? Is 
the journalist merely fishing ? “We assess the 
accuracy and level of detail that the reporter 
has already developed,” Ms. Ennis says, “and 
then we assess the maturity of the negotiations. 

Movement in the stock price is one key driver of 
the client’s next move. Internal chatter is another. 
Often, it is best to ignore the inbounds and stick 
to the negotiations, but not always. Each situa-
tion is different.”

Leaks have become so ubiquitous that defini-
tive merger agreement announcements now tend 
to account for the effect of a leak on the calcula-
tion of the premium compared to the unaffected 
stock price. “This can sometimes involve two or 
three calculations,” explains Ms. Ennis. “The pre-
mium over the price at the last close of trading is 
the easiest methodology, but may be misleading 
if speculation has moved the target’s stock price 
significantly. In these cases we will often include 
either the premium over the 60-day volume-
weighted average price or the premium relative 
to the trading price on a specific day prior to 
speculation about the transaction. 

MA

Leaks
continued

1Q 2024 M&A Leak Trends
Target Industry Target Acquirer Deal Value Leak Outlet Time to Announce

$35.3B Same day

$6.6B Transaction did not leak

$33.6B 11 days
$17.3B 5 months
$14.3B 1 day

$13.9B 3 months

$11.7B 6 days

$5.9B
$5.1B
$4.5B
$4.3B

$2.3B

$3.7B
$3.7B

$3.2B
$2.5B
$2.4B

$2.1B
$2.0B

Transaction did not leak
Transaction did not leak
Transaction did not leak

N/A

N/A
N/A
N/A

Transaction did not leak N/A
20 days

1 day

Transaction did not leak
3 months

N/A
Transaction did not leak N/A

7 days
Transaction did not leak N/A
Transaction did not leak N/A

$1.8B Transaction did not leak N/A

Financial Services

Healthcare

50% of the 20 largest U.S. transactions leaked

Energy
Energy
Energy

Real Estate
Healthcare

Energy
Healthcare

Business Services

Material Services

Healthcare

Healthcare
Aerospace and Defense

Technology

Technology

Technology

Technology

Technology

Technology
*Includes full-stake transactions of U.S. public companies 
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2Q 2024 M&A Leak Trends
Target Industry Target Acquirer Deal Value Leak Outlet Time to Announce

60% of the 20 largest U.S. transactions leaked

$23.1BEnergy
10 daysHealthcare $14.8B

26 days

Transaction did not leak$9.4B

$7.7B

$8.3B Transaction did not leak

Energy

Real Estate
Energy N/A

N/A

$7.7BTechnology 1 month
$7.0BTechnology Transaction did not leak N/A

Same day

$5.8BEnergy

$5.6BTechnology

5 months

1 month

Same day$4.9BHealthcare

$4.7BMaterial Services Transaction did not leak N/A
$4.7BUtility

5 days

$8.1BMaterial Services 10 days

$2.9BBusiness Services
Transaction did not leak

$2.7BFinancial Services
$2.4BHealthcare Transaction did not leak
$2.3B Transaction did not leak

N/A
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N/A
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4 months

Same day

3 days
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Transaction did not leak

Transaction did not leak

N/A
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Technology

Technology
$23.1BEnergy Same day
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Real Estate
Energy N/A

N/A

$5.8B
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5 months
1 month

Energy

Same day$4.9BHealthcare

70% of the 20 largest U.S. transactions leaked*Includes full-stake transactions of U.S. public companies 


